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ABSTRACT 

The Internet of Things (IoT) envisions a world wherein everyday objects may connect 

to the internet and exchange data, analyse, store, and gather data from their 

environment and efficiently mediate on it. Fog computing, closer to the IoT, is 

formulated in data processing, filtering, aggregating, and storing. In fog IoT network 

one of the main challenges is security. The existing security solutions are based on 

modern cryptography algorithms are computationally complex which causes the fog 

IoT network to slow down. Therefore, in fog IoT the operations must be lightweight 

and secure. The security considerations include attacks, especially Man in the Middle 

attack (MitM), challenges, requirements, and existing solutions that are deeply 

analyzed and reviewed. Hence, omega network key generation based on 

deoxyribonucleic acid (ONDNA) is proposed, which provides lightweight encryption 

and decryption in fog computing. The security level of ONDNA is tested using NIST 

test suite. ONDNA passes all the 17 recommended NIST Test Suite tests. Next, we 

proposed a modified security protocol based on ONDNA and hash message 

authentication code with secure hash algorithm 2. The modified protocol is noted as 

OCTOPUS++. We proved that the OCTOPUS++ provides confidentiality, mutual 

authentication, and resistance to MitM attack using the widely accepted Burrows Abdi 

Needham (BAN) logic. The OCTOPUS++ is evaluated in terms of execution time. 

The average execution time for 20-time execution of OCTOPUS++ is 1.018917 

milliseconds. The average execution time for Octopus, LAMAS and Amor is 

2.444324, 20.1638 and 14.1152 milliseconds respectively. The results show that the 

OCTOPUS++ has less execution time than other existing protocols.  
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ABSTRAK 

Internet Benda (IoT) merupakan pengantar yang cekap di mana objek harian 

bersambung ke Internet, data persekitaran objek dikumpul, disimpan dan data 

dianalisa. Pengkomputeran kabus merupakan pengkomputeran yang lebih dekat 

dengan IoT yang membolehkan pemprosesan data, penapisan, pengagregatan dan 

penyimpanan data. Keselamatan merupakan salah satu cabaran utama dalam rangkaian 

IoT kabus. Penyelesaian yang sedia ada adalah berdasarkan kepada pengiraan 

algoritma kriptografi moden yang kompleks, ini juga merupakan penyebab rangkaian 

IoT kabus menjadi perlahan. Oleh itu, operasi IoT kabus mestilah ringan dan juga 

selamat. Keselamatan dalam pertimbangan termasuk penyerangan terutamanya 

serangan Man in the Middle (MitM), cabaran, keperluan dan penyelesaian sedia ada 

dianalisi dan disemak secara mendalam. Oleh itu, rangkaian omega penjanaan kunci 

berasaskan asid deoksiribonukleik (ONDNA) di cadangkan, di mana penyulitan dan 

penyahsulitannya adalah ringan dalam pengkomputeran kabus. Tahap keselamatan 

ONDNA diuji dengan menggunakan ujian NIST. ONDNA lulus kesemua 17 ujian 

NIST yang disyorkan. Seterusnya, kami mencadangkan satu penambahbaikan 

protokol keselamatan berdasarkan ONDNA dan kod pengesahan mesej dengan 

algoritma hash. Protokol yang diubah suai ini dikenali sebagai OCTOPUS++. Kami 

membuktikan bahawa OCTOPUS++ menyediakan kerahsiaan dan pengesahan 

bersama serta penentangan terhadap serangan MitM menggunakan logik Burrows 

Abdi Needham (BAN) yang diterima secara meluas. OCTOPUS++ dinilai dari segi 

masa pelaksanaan. Masa pelaksanaan diukur dalam milisaat. Purata masa 20 kali 

pelaksanaan untuk OCTOPUS++ adalah 1.018917 milisaat. Purata masa 20 kali 

pelaksanaan untuk Octopus, LAMAS dan Amor adalah 2.444324milisaat, 20.1638 dan 

14.1152 milisaat. Keputusan menunjukkan bahawa masa pelaksanaan OCTOPUS++ 

adalah kurang berbanding protokol yang sedia ada.  
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CHAPTER 1 

 

 

 

 

INTRODUCTION 

1.1 Introduction 

Internet of Things (IoT) is the latest technology that connects and communicates 

interrelated intelligent objects without human involvement (Yousefpour et al., 2017). 

The interrelated intelligent objects can be smartphones, cameras, sensors, and portable 

devices. It is expected that by 2025, tens of billions of smart intelligent IoT devices 

will invade the world (Hu et al., 2017; Gill & Singh, 2021). Many IoT applications are 

being structured in different industries including smart city, smart grid, and home 

support, also in healthcare services, inventory systems, and transportation (Silva et al., 

2017). However, to ensure  effective communication for these interrelated intelligent 

objects, it is necessary to ensure the network is of high speed and instant response time. 

Cloud computing is the existing technology that enables applications with large 

storage and processing power (Yousefpour et al., 2017; Deng et al., 2021). 

 Cloud computing allows data access to an internet connection (Ghobaei et al., 

2019). A typical IoT cloud architecture works in three phases. IoT devices reside in 

the first phase, where sensors collect the information and forward the collected 

information to the cloud servers. In the second phase, cloud servers analyze the 

information received. In the third phase, the cloud servers process the information and 

send it back to the IoT devices. In this case, cloud computing compromises high 

latency, security, and privacy of data (Abubaker et al., 2017; Ni et al., 2018). One of 

the limitations of cloud computing is that it cannot provide low latency and real-time 

processing for connected smart devices as cloud computing is located far from the 

interrelated intelligent devices (Zhang et al., 2010; Bonomi et al., 2012; Libawy et al., 

2019). Therefore, fog computing was invented to overcome the limitations of cloud 
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computing (Malik et al., 2021), that provide low latency and location awareness and 

can improve  the quality of services (QoS) for real-time applications (Stojmenovic & 

Wen, 2014). 

 Fog computing is a decentralized architecture that processes data between IoT 

devices and cloud servers. This computing paradigm brings the services of cloud 

computing closer to the edge devices. The edge devices, such as switches, routers, and 

gateways, act as a computing nodes along with the cloud data centre (Nath et al., 2018). 

Compared to cloud computing, fog computing computations offers better results: 

location awareness, geographical accessibility, low latency, and mobility support. The 

fog computing nodes are located near the IoT devices (Ai et al., 2018).  

 Fog computing provides data processing and storage services to IoT users. In 

fog computing, the processed information is transmitted and stored locally on fog 

devices instead of being sent to the cloud (Ekanayake et al., 2018). The architecture of 

fog computing consists of three layers as well. The first layer contains IoT devices 

such as sensors, wearable actuators, smartphones, and smartwatches. The second layer, 

the middle layer, consists of fog nodes where the computation is performed in real-

time. The last layer includes the cloud server, where the data is stored for future use 

(Verma et al., 2016). Fog computing is seen as an extension of cloud computing, and 

the security problems in the cloud are inherited from fog computing. As fog computing 

is decentralized, the same methods applied to cloud computing did not apply to fog 

computing (Praveen, 2016; Abbasi & Shah, 2017). When a user opens their resources 

in fog computing, the attackers may easily come and attack the fog nodes (Sun et al., 

2018). One critical malicious attack is Man in the Middle attack (MitM) (Li et al.,2017; 

Ni et al., 2018). In this attack, the attacker is passed out through a malicious inner user 

between two computers, secretly relays, and pretending to be legitimate (Wang et al., 

2015). 

 MitM is categorized as passive and active attacks, also known as 

eavesdropping and manipulation. Eavesdropping is a passive attack as the attacker is 

merely concerned about the transmitted information. In a manipulation attack, the 

attacker changes the data sent to it and pretends it as the original sender.  Detecting 

and preventig  MitM attacks is essential to dealing with fog computing (Ekanayake et 

al., 2018). The fog architecture is typically analogous to a MitM attack, as the fog node 
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is intermediate in the cloud and IoT devices, allowing the attacker to easily interfere. 

For example, nodes dramatically transform personal data , such as medical history of 

a patient, prescription, and health status of a person. Such information can be terrible 

in the wrong hands (Khan et al., 2017). This indicates that a strong cryptosystem is 

required to enhance the security and privacy of fog computing. Authentication and 

encryption are the most important functions of each cryptosystem because fog-to-

things computing inherits threats from the traditional internet. After all, it is connected. 

 Ibrahim (2016) designed a protocol, Octopus in fog computing, which applies 

the advanced encryption standard (AES) and hash function to provide mutual 

authentication and confidentiality services to fog users. However, the Octopus protocol 

has a significant drawback which it did not consider the anonymity of fog users. The 

identity of the fog users is transmitted publically. Hence, it is vulnerable to a MitM 

attack. Other work designed by Amor et al. (2017) and LAMAS protocol designed by 

Mariam et al. (2022) achieved mutual authentication and confidential communication 

between fog users and fog servers. Their work is based on an elliptic curve 

cryptography asymmetric algorithm which required high computation costs for fog 

users and fog servers.  

 This research aimed to focus on the confidentiality aspect of fog computing 

and to develop a new encryption method to assure confidentiality by using lightweight 

deoxyribonucleic acid (DNA) cryptography. DNA cryptography is the latest 

advancement in cryptographic approaches, in which the natural process of DNA 

synthesis explains that DNA can be used as a carrier of information and how the 

current science of biotechnology can convert plaintext into ciphertext (Kumaraguru 

&Chakravarthy, 2018; Satir & Kendirli, 2022 ). The primary aim of DNA 

cryptography is to provide greater secrecy than traditional cryptography by combining 

biological and computational properties (Zhang et al., 2018). DNA cryptography uses 

DNA computing, while DNA computing holds several benefits, such as high 

parallelism, lower power consumption, and massive data storage. Based on these 

characteristics, DNA cryptography has a unique advantage in massively parallel data 

encryption applications with less real-time demand, secure data storage, and 

information hiding (Zhang et al., 2016). This research contributed to fog computing, a 

new omega network DNA key generation design used to encrypt and decrypt the 
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information between fog users and servers. The proposed key is pseudorandom, which 

passess all the NIST Test Suite recommended tests. Next, in this research, a secure 

modified security protocol OCTOPUS++ based on ONDNA is proposed, which is to 

overcome the security problem in the existing security protocol Octopus (Ibrahim, 

2016). The security proof is carried out for the OCTOPUS++ protocol by using BAN 

logic (Sierra et al., 2004). The OCTOPUS++ provided confidential and mutual 

authentication services and resistance to the MitM attack.  

1.2 Problem Statement 

Fog computing has extended cloud computing to run on IoT data at the network edge 

(Rashid &Ravindran, 2019). This leads to a greater security risk for the fog networks 

because fog or IoT computing inherits the threats of the traditional internet by adding 

a large numbers of devices and service providers, which is connected to the internet. 

Fog or IoT computing inherits threats from traditional internet, hence secure fog 

network is significantly important to design optimal fog networks (Yi et al., 2015). 

Moreover, the data transmission over an insecure channel such as wireless should be 

guarded by encryption mechanisms. However, confidential communication between 

fog and IoT is a critical requirement because the underlying wireless environment is 

less protected than a wired network. Confidentiality is the idea that prevents 

unauthorized persons, resources, or processes from accessing data or information (Diro 

et al., 2018). Most existing techniques use modern cryptographic methods and 

techniques such as Advanced Encryption Standard (AES) and Data Encryption 

Standard (DES) for confidential data transport, and Rivest-Shamir-Adleman (RSA) 

and Elliptic Curve Cryptography (ECC) for encryption and digital signatures.  

Although these algorithms are robust to meet security requirements, however they are 

not directly suited for resource constrained fog or IoT networks as they require high 

resource usage and are computationally complex (Gohany & Almotairi, 2019). 

 Three security protocols are presented for mutual authentication and 

encryption between fog IoT cloud architecture. In the first protocol, Octopus (Ibrahim, 

2016) did not protect the user's anonymity.The identity of the fog user is publically 

transmitted through the common channel. Thus, the adversary intercepts the identity 
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and can easily access the session key. Hence, in this protocol, the MitM attack occurs. 

The second protocol designed by Amor et al. (2017), and the third protocol LAMAS 

designed by Mariam et al. (2022) are based on a public key cryptosystem which is not 

lightweight enough because a public key cryptosystem has expensive computations 

that are considered impractical in fog end-user equipment due to the inherent 

characteristics of the end user design, for instance, limited memory, processing, and 

battery power (Haroon et al., 2016; Albakri et al., 2018).  

 This motivated us to develope a new lightweight omega network DNA key 

generator, that ensures data protection in fog or IoT environments and is well suited 

for IoT fog computing environment. The omega network uses the concept of the 

central dogma of microbiology DNA and RNA properties, including DNA replication 

for DNA and the transcription process for RNA. The existing protocol Octopus has 

been extended and brought a secure modified security protocol OCTOPUS++, which 

provides the best security level and resistance to MitM attack in a fog IoT environment.  

1.3 Objective 

The objective of this research is as follow: 

i) To design omega network pseudorandom key and DNA generation based on 

DNA cryptograpy for fog computing. 

ii) To implement the proposed lightweight encryption in fog computing. 

iii) To validate/evaluate the lightweight cipher using Burrows Abdi Needham 

(BAN) logic, NIST and execution time in fog computing. 

1.4 Scope of The Research 

Confidentiality and anonymity in fog computing is an open research challenge. This 

research focuses on how confidential and anonymous communication between a fog 

node and a fog server can be established and what advantages confidentiality can 

provide in fog computing. Preventing MitM attack in fog computing is a prominent 

challenge. The proposed solution aims to protect fog computing from this attack. BAN 

logic is used to prove that the OCTOPUS++ protocol of fog computing is secured. 
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Next, by utilizing the benefits of DNA cryptography, key generation and encryption 

algorithm based on DNA cryptography are presented. The proposed algorithm 

provides strong, lightweight encryption methods and a key generation that fit for 

constrained devices in a fog IoT environment. The pseudorandomness of the ONDNA 

is tested by using the NIST test suite.  

1.5 Motivation 

Fog computing is still an open research area because of its infancy stage. The 

motivation for developing a secure fog environment for IoT-based applications 

services comes from the ongoing challenges associated with fog computing (Al-

khafajiy et al., 2018; Abdulkareem et al., 2019; Habibi et al., 2020). Therefore, 

bringing computing resources to network edges efficiently and securely is a hot topic 

among researchers (Wang et al., 2017; Khafajiy et al., 2019).  

 Fog nodes are installed at the network's edge, and they lack the resources and 

processing power compared to cloud nodes. As a result, fog nodes can be more 

accessible, dependent on network configuration due to physical location, which raises 

the risk of attacks. Thus, avoiding fraudulent or malicious fog nodes is still an open 

challenge (Puthal et al., 2016; Puthal et al., 2019). Thus, these challenges motivated 

us to design a secure protocol to fulfil all the security services in the fog computing 

environment.   

 Another significant challenge is choosing ciphers for the encryption process to 

avoid cyber threats. Cryptography is commonly performed with symmetric and 

asymmetric algorithms in IoT fog environments. Asymmetric algorithm like AES and 

DES while asymmetric algorithm RSA and ECC. These cryptographic algorithms 

require a lot of processing power which is computationally complex in a fog 

environment (Rahman et al., 2019).  

 The above mentioned challenges raise the motivation to introduce a new field 

in fog computing, which is best known for strong security, large data storage, and 

being less computationally complex. This new  domain is a term for DNA 

cryptography. DNA cryptography consists of genetics and bimolecular computation 

and is one of the latest directions in cryptography. Genetic material such as DNA can 
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be used as a massive storage capacity. A gram of DNA molecules consists of 1021 

DNA bases, nearly 108 tera-byte (Anwaret al., 2015; Cherillath & Mohammed, 2018; 

Mandrita & Kumar, 2019). This idea is inspired by the fact that DNA is a natural 

carrier of information, which is encoded by a 4-letter alphabet: A, C, G, and T. This 

alphabet can be easily transposed into the binary alphabet A, 00, C, 01, G, 10, T, 11. 

Therefore DNA can be used as a storage media for any kind of information (Biswas et 

al., 2017; Kalsi et al., 2018).   

 DNA cryptography has a unique advantage in massively parallel lightweight 

data encryption applications with less real-time demand, secure data storage, 

authentication, digital signature, and information hiding (Zhanget al., 2016, Shah & 

Pippal, 2021). This has motivated us to apply DNA cryptography in fog computing. 

The concept of the central dogma of microbiology DNA and RNA properties, 

including DNA replication for DNA and transcription process for RNA, are exploited 

to design a strong DNA pseudorandom key and encryption and decryption algorithm. 

1.6 Thesis Outline 

This chapter presents a brief introduction with background knowledge of the IoT, fog 

computing, cloud computing, the problem statement, objectives, and scope of this 

research study. The rest of the chapters are organized as follows: 

Chapter 2 discusses the basic concepts related to resource constrained IoT 

devices and fog computing. This chapter also explores the standard theoretical 

concepts and the operational mechanisms of various security protocols used to solve 

the security privacy, and anonymity issues in fog computing and other various 

domains. This chapter also discusses the emerging field in the history of cryptography 

which is DNA cryptography. The central dogma of DNA presented in this chapter are 

transcription, translation, and complementary rules. This chapter describes the 

techniques used throughout this research to achieve its aims and objective. BAN logic, 

message authentication code (MAC), digital signature algorithm, complementary 

rules, mRNA rules, DNA XORing rules, and NIST Test Suite. 

Chapter 3 consists of the proposed methodology and research framework. This 

chapter presents the overall research activity which has been carried out.  
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Chapter 4 consists OCTOPUS++ protocol. The OCTOPUS++ is based on 

ONDNA and hash message authentication code with secure hash algorithm 2. The 

experiment execution time setup of OCTOPUS++ and the NIST Test Suite setup is 

also presented in this chapter. 

Chapter 5 presents results and discussions of the NIST Test Suite results and 

the formal security proof of the OCTOPUS++ based on BAN logic. The execution 

time comparison of the OCTOPUS++ with the existing security protocols is also part 

of this chapter. 

Chapter 6 concludes the research work with a short description of the 

accomplished objectives, contributions of the research work, and future directions. 
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