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Abstract— The problem in this research discusses home 

security control systems and energy harvesting technology based 

on the internet of things. Harvesting energy is a technology in 

storing electrical energy temporarily, the process starts from 

capturing sunlight energy. The objective of this research is to 

provide security for homeowners by facilitating fingerprints and 

PIN (Personal Identification Numbers) in entering the house, 

then in the event of a power outage, it activates the function of 

energy harvesting technology. The method is to design and 

analyze a prototype that combines the Raspberry Pi and its 

supporting components. The contribution of this research is to 

reduce the risk of theft or the risk of house fires due to electricity 

and overcome problems if the house is in a power outage. The 

novelty of this research is that the energy harvesting technology 

built on the Raspberry Pi as the main control and its supporting 

devices runs well in charging backups from solar panels with a 

length of 2 hours depending on the intensity of the light received. 

Then the Blynk application has a real-time response in 

monitoring electrical appliances at home. 

Keywords— Doorlock, Fingerprint, Harvesting, Internet of 
Things, Raspberry Pi, Smarthome 

I. INTRODUCTION

Smart Home [1]–[3] is a combined innovation of several 
automated systems, to provide a sense of security, comfort 
for users because it provides automatic monitoring and 
control facilities [4]–[7] among others, lights, windows, 
doors, temperature, etc. A smart home necessitates three 
components: an internal home network, intelligent control, 
and home automation accessible via wired or wireless 
gateways [8], [9]. 

IoT (Internet of Things) is a concept that allows 
connectivity and exchange of information data from devices 
and systems through the internet network. There are three 
functional requirements of comprehensive perception, 
namely, reliable transmission. intelligent processing, and IoT 
implementation processes [10].  

Harvesting energy [11]–[13] is a method of development 
of PV (Photovoltaic) that carries out the harvesting process 
from external sources including solar sun, heat, and other 
electromagnetic waves that emit signals. PV effect is 
a 

phenomenon that occurs in a PV cell so that it can absorb 
light energy and convert it into electrical energy [14]–[16]. 

According to [17] revealed that the main concern for the 
problem of home security systems or office environments is 
the door lock security system that has loopholes to be 
hacked. As a result of raising security concerns, the design of 
a prototype fingerprint-based door lock system provides a 
way to run reliable system transaction logs and protect 
individual privacy rights. 

Reference [18] underscores the necessity of security 
systems driven by automation. The study introduces a facial 
recognition method within the IoT realm, specifically for 
implementing automation in smart home devices. 
Consequently, the identified limitations and challenges serve 
as a robust basis for future investigations in the intersection 
of IoT, automation, and facial recognition [19]. 

Furthermore, reference [20], safety concerns within 
current home automation setups are discussed, advocating 
for the integration of logic-driven security algorithms [21], 
[22] to enhance home safety. These algorithms validate the
authenticity of fire alarms by monitoring fluctuations in
temperature, humidity, and carbon monoxide levels, while
also offering protection against tampering. The experiment
successfully deployed the suggested sensing algorithm.

As per references [23], [24], enhancing the user's lifestyle 
spans various domains like lighting, security, etc. Thus, the 
study introduces a smart home control mechanism utilizing a 
coordinator-based ZigBee network. The system's 
functionality entails smart interference control, managing 
interference stemming from coexisting IEEE 802.11x-based 
wireless local area networks and wireless sensor networks. 
Additionally, it includes a smart energy control system, 
integrating natural light with artificial sources and optimizing 
household appliance energy usage by regulating unnecessary 
energy consumption, alongside an intelligent management 
control system ensuring the efficiency of electronic 
equipment operation. The proposed smart home's 
performance was validated through computer simulations, 
demonstrating its immunity to interference and effectiveness 
in reducing energy consumption from household appliances 
employed in smart homes. 
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As per reference [25], discussions encompass smart city 
initiatives, smart living, and the burgeoning field of IoT. 
Within this context, the concept of "Smart Home" stands out, 
integrating automation and interactive technologies. The 
focus of this study lies in developing a "Smart Home 
Automation System," enabling users to employ voice 
commands for controlling household appliances and devices 
for various purposes. The system's goal is to adapt to users' 
voices and recognize commands, irrespective of individual 
speaker characteristics like accents. It aims to be cost-
efficient, adaptable, and resilient. Consequently, the research 
proposes an evaluation of the performance of multifunctional 
miniature prototypes. Encouragingly, the experimental 
results indicate promise as the prototype can effectively 
convert an existing home into a smart one at a relatively low 
cost and with convenience. 

From the literature review, this research objectives are: 

1. Design a prototype that can monitor electronic 
devices in the house. As well as providing privacy 
security for owners to authenticate their fingerprints 
and PIN (Personal Identification Numbers). 

2. Analysis precise python programming algorithms to 
measure and test the accuracy of fingerprint reading, 
PIN reading, and the IoT integrated electrical energy 
harvesting process. 

3. Testing the function of energy harvesting technology 
during a power outage. 

This is supported by the hypothesis that the use of 
electrical control security systems uses Blynk-based IoT as a 
remote control and can carry out the solar energy harvesting 
process. Therefore, this system was designed using 
Raspberry Pi as the main control with its supporting sensors. 
The design is expected to contribute to efforts to reduce the 
risk of theft or the risk of house fires, as well as overcome 
blackouts because this prototype will continue to operate 
using energy harvesting technology as a backup of electrical 
power.  

II. METHOD 

Figure 1 shows the block diagram system. This system 
design consists of Raspberry Pi, keypad, fingerprint, LCD, 
solenoid, reed switch, buzzer, lights, and solar panels. 
Starting from Raspberry as the main control, then requires a 

power source of 5V supplied by a series of power supplies 
and be through backups, namely from Harvesting. 

Next, the user will be instructed to insert Fingerprint and 
Enter PIN to be able to open the door. The door will be able 
to be opened if the fingerprint and PIN entered match in the 
system. If there is an error, the user is still tolerated three 
times, if the error still repeats then an alarm will sound 
accompanied by an error indicator that will be displayed. As 
double security, the security code can be changed by the user 
himself. A keypad is used as a security PIN input where the 
number of passwords itself is 4 digits to be used as a 
password. This safety system uses a magnetic principle that 
is used as a door lock. The process of opening and closing 
the lock uses a solenoid, in the "ON" position the solenoid 
gets a voltage flow of 12V by the power supply. The process 
of opening and closing the solenoid is controlled using a 
relay. The process of using the prototype will be displayed 
information via LCD 20×4. So, this design can control some 
electrical appliances at home, for example, there are lights 1 
to 4 that can be controlled through an application to 
anticipate an electrical short circuit if you forget to turn off 
electricity for a long time when not at home. 

Figure 2 shows a flowchart of the proposed control 
system. there will be 3 modes, including: door lock system, 
electrical equipment, and energy harvesting. 

1) 1st Mode: Door lock system 

Figure 2(a) describes the process when the LCD displays 

"Please Insert Your Fingerprint" then insert your fingerprint 

that has been entered into the program to be able to access 

then compare fingerprints against the compatibility in the 

program. If the fingerprints do not match, then the LCD 

displays "Your Fingerprint is Incorrect" then paste your 

fingerprint back. If during 3-times attempts the 

identification is wrong, the LCD will display "Your 

Fingerprint is Wrong" then the Buzzer alarm is active. If 

your Fingerprint matches then to the next stage is please 

"Enter your PIN", then compare the compatibility of the PIN 

with the program that has been saved. If the PIN does not 

match, the LCD will display "Your PIN is Incorrect" then 

re-enter your PIN. If during 3-times attempts the PIN is 

wrong, the LCD will display your PIN Wrong 3-times and 

the active Buzzer sounds. If the fingerprint and PIN are 

correct, then to the next stage, the LCD will display "Open 

Door", then the Solenoid will open, the door will open. 

 

Fig. 1. Block diagram system 
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Fig. 2. Flowchart (a) Door lock system (b) Electrical system (c) Harvesting energy system 

2) 2nd Mode: Electrical equipment control 

Figure 2(b) explains the process of "Open Application". 

Input Email and Password that has been registered, then 

compare the email and password that has been created. If 

wrong, then LCD will display your wrong input data. If the 

data entered are correct, it will appear to the next display 

Bulbs 1 (ON/OFF), Bulbs 2 (ON/OFF), Bulbs 3 (ON/OFF), 

Bulbs 4 (ON/OFF). If bulbs 1-4 are pressed ON in the 

application, Lights 1-4 will light up, if lights 1-4 are pressed 

OFF in the application, Lights 1-4 will turn off. 

3) 3rd Mode: Energy harvesting control 

Figure 2(c) describes the process of connecting solar 

panels to solar charge controllers, then from the solar charge 

controller connected to the battery as a storage place for 

energy from solar panels. Then the battery is connected to 

the designed prototype. 
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III. RESULT AND DISCUSSION 

After designing, then testing the entire series of 
prototypes. The stages of operation consist of: 

1. Connect the power supply cable to the outlet, then 
the prototype will turn on. "Insert Fingerprint" and 
"Enter PIN" on the keypad correctly then after that 
the door opens. 

2. If the "Fingerprint" and "PIN" are entered incorrectly 
3 times, the buzzer will be ON. 

3. IoT control is used in magicom, dispenser, washing 
machine, air conditioner, air conditioner, water 
machine using 4 lights as indicators by accessing the 
Blynk application. 

 

 

Fig. 3. (a) lights 1 On ; (b) lights 1-2 On ; (c) lights 1-3 On ; (d) lights 1-4 

On 

 

Fig. 4. (a) scan finger ; (b) input pin ; (c) information success 

A. Function testing 

Figure 4. shows the results of function testing on the 
Blynk application used by owners in monitoring or managing 
electronic equipment in the house. Table 1 shows an 
experiment to control home electrical appliances connected 
to the Blynk app using lights as indicators. 

Table 1. Results of experimental control of electrical appliances 

Electrical equipment experiments Result 

Bulb 1 Success 

Bulb 2 Success 

Bulb 3 Success 

Bulb 4 Success 

B. Access testing using fingerprint and PIN 

Testing a pre-programmed fingerprint and entering a PIN 
as an owner. If the fingerprint has been pasted and entered 
the correct PIN. Table 2 shows the results of the PIN test. 
Table 3 shows the results of fingerprint testing. Table 4 
shows the results of fingerprint testing with any condition. It 
can be analyzed that the user can access the door only with 
fingerprint conditions under normal circumstances, if the 
fingerprint is other than in normal circumstances, then the 
condition remains closed. 

Table 2. PIN testing 

PIN attempt Result 

1234 Success 

123 Unsuccess 

123* Unsuccess 

123# Unsuccess 

12345 Unsuccess 

 

Table 3. Fingerprint test 

Fingerprint test Result 

Thumb Success 

Fore finger Success 

Middle finger Unsuccess 

Ring finger Unsuccess 

Little finger Unsuccess 

 

Table 4. Fingerprint interference testing 

Fingerprint interference testing Result 

Fingers with gloves Undetected 

Wet fingers Unsuccess 

Finger with plastic Undetected 

Finger with plaster Unsuccess 

Normal fingers Success 

C. Charging testing using harvesting energy technology 

Energy harvesting technology that takes sunlight as 
backup power during power outages. Testing charging from 
solar panels to batteries with several parameters including: 

1. The hour range of 06.00-10.00 is shown in figure 6. 

2. The hour range of 10.00-14.00 is shown in figure 7. 

3. The hour range of 14.00-18.00 is shown in figure 8. 

It can be analyzed based on energy harvesting technology 
testing that the most ideal test is at 10.00-14.00 because at 
that time the maximum yield of sunlight is obtained as 
shown in table 5. 

Table 5. Charging experiments 

Time Duration (Minutes) Voltage (Volt) Percentage (%) 

06.00-10.00  240 11.9 89 

10.00-14.00  197 12.5 100 

14.00-18.00  171 11.9 89 
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Fig. 5. Battery charging at 06.00-10.00 

 

 

Fig. 6. Battery charging at 10.00-14.00 

 

 

Fig. 7. Battery charging at 14.00-18.00 

IV. CONCLUSIONS 

The conclusions obtained are based on the results of 
documentation, testing and analysis of the entire system, 
namely on prototypes that have been designed to run 
according to the expected procedures correctly. Fingerprint 
will be active when the thumb or index finger is attached to 
the fingerprint sensor, fingerprints that can be used are 
fingerprints that have been stored in the program. The 
working process of the solenoid is that when the fingerprint 
and PIN entered correctly will give a voltage of "0" to the 
relay which later the relay will provide voltage to the 
solenoid. The Keypad module works as expected by pressing 
the 4 digit number correctly then the door will open. 
Harvesting energy has succeeded in becoming a temporary 

solution when there is a power outage with a charging period 
of 2 hours, this is adjusted to solar conditions. The Blynk 
application has succeeded in being a solution when 
homeowners want to monitor the condition of electrical 
appliances at home in conditions far from home or 
conditions not inside the house. 
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