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ABSTRACT 

This research synthesizes an evaluation of feature selection algorithm by utilizing 

Term Frequency-Inverse Document Frequency (TF-IDF) as the main algorithm in 

Android malware detection. The TF-IDF algorithm is used to filter Android features 

filtered before detection process. However, IDF is unaware to the training class 

labels and gives incorrect weight value to some features. Therefore, the proposed 

approach that is Modified Term Frequency – Inverse Document Frequency (MTF-

IDF) algorithm give more focus on both sample and features to give correct weight 

value to some features. The proposed algorithm considered features based on its level 

of importance where weight given based on number of features involved in the 

sample. The related best features in the sample are selected using weight and priority 

ranking process using K-means. This ensures that only important malware features 

are selected in the Android application sample. These experiments are conducted on 

a sample collected from DREBIN. Comparison between existing TF-IDF algorithm 

and MTF-IDF algorithm have been made under various conditions such as tested on 

different number of sample size, different number of features used and integration of 

different types of features. The results showed that feature selection using MTF-IDF 

can improve Android malware detection analysis. It was proven that MTF-IDF is an 

effective Android malware detection algorithm regardless of different kinds of 

features or sample sizes used. MTF-IDF algorithm also proved that it can give 

appropriate scaling for all features in analyzing Android malware detection. 
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ABSTRAK 

Penyelidikan ini mensintesiskan penilaian algoritma pemilihan ciri dengan 

menggunakan Frequency-Inverse Frequency Document (TF-IDF) sebagai algoritma 

utama dalam pengesanan malware Android. Algoritma TF-IDF digunakan untuk 

menapis ciri-ciri Android yang ditapis sebelum proses pengesanan. Walau 

bagaimanapun, IDF tidak menyedari label kelas latihan dan memberikan nilai berat 

yang salah kepada beberapa ciri-ciri Android. Oleh itu, pendekatan yang 

dicadangkan iaitu algoritma Modified Frequency Inverse-Document Frequency 

(MTF-IDF) memberi tumpuan lebih kepada kedua-dua sampel dan ciri-ciri Android 

untuk memberikan nilai berat yang betul kepada beberapa ciri-ciri Android. 

Algoritma yang dicadangkan ini memilih ciri-ciri Android berdasarkan tahap 

kepentingannya dimana berat diberikan berdasarkan bilangan ciri-cir Android yang 

terlibat dalam sampel. Ciri-ciri Android terbaik yang berkaitan dalam sampel dipilih 

menggunakan berat dan proses ranking keutamaan menggunakan K-means. Ini 

memastikan bahawa hanya ciri-ciri Android malware yang penting dipilih dalam 

sampel aplikasi Android. Eksperimen ini dijalankan pada sampel yang dikumpulkan 

daripada sampel data DREBIN. Perbandingan antara algoritma TF-IDF sedia ada dan 

algoritma MTF-IDF telah dibuat dibawah pelbagai syarat seperti diuji pada bilangan 

sampel yang berlainan, menggunakan bilangan ciri-ciri Android yang berbeza dan 

integrasi pelbagai jenis ciri-ci Android. Hasilnya menunjukkan bahawa pemilihan 

ciri-ciri Android menggunakan MTF-IDF boleh meningkatkan analisis pengesanan 

malware Android. Hal ini terbukti bahawa MTF-IDF adalah algoritma pengesanan 

malware Android yang berkesan tanpa mengambil kira pelbagai jenis ciri-ciri 

Android atau saiz sampel data yang digunakan. Algoritma MTF-IDF juga 

membuktikan bahawa ia dapat memberikan skala yang sesuai untuk semua ciri dalam 

menganalisis pengesanan malware Android. 
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1CHAPTER 1 

INTRODUCTION  

1.1 Background Overview 

Web browsing and checking e-mails are among tasks that can be performed using 

mobile devices. January 2018 Global Digital Report (We Are Social, 2019) said 61% 

of population in Malaysia believe that new technologies offer more opportunities 

than risks, while 60% prefer to complete tasks digitally whenever possible. Aside 

from that, mobile devices are able to efficiently synchronize data between multiple 

devices using cloud-based services.  

These portable and connected devices encourage users to use applications to 

perform everyday tasks (CyberSecurity Malaysia, 2017). CyberSecurity also reported 

the decline sale of personal computers starting early 2010. Meanwhile, market share 

worldwide shows that mobile devices have been selected as the most devices used 

from December 2016 until 2018. Table 1.1 shows comparison of devices types 

worldwide market share (Statista, 2019). Mobile devices shows high percentage with 

50.31% compare to personal computer, 44.79%. The number of smartphone in 2017 

increased 53.99%, while personal computer decreased to 45.68%. In 2018, the 

number of smartphone used decrease to 52.95% but still higher than personal 

computer with 52.07%. This shows that mobile devices are more preferred by users 

compared to traditional personal computer.         

Table 1.1: Comparison of devices types worldwide market share (Statista, 2019) 

Device Type 2016 2017 2018 

Personal Computer 44.79% 45.68% 52.07% 

Mobile Devices 50.31% 53.99% 52.95% 
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The increase in number of mobile devices users encourage attackers to mine 

users’ personal information such as names, contacts, bank account passwords, credit 

card numbers, usernames and passwords for online banking, or memorable and 

private pictures for their own profit. Other than stealing the said data, attackers could 

gain access for the purpose of damaging the device or bothering the users’ privacy 

(Felt et al., 2011). The attackers illegally took advantage of the vulnerability of a 

device by installing malicious applications and gain unauthorized remote access. 

Android platform has introduced security solutions that can hinder the installation of 

malware, for example Android permission system. Android application has to run 

request permission from users to perform certain tasks on Android devices, such as 

sending a message, during installation process. However, users sometimes tend to 

grant permission without realizing that the permissions they are providing are 

capable to weaken the protection provided by Android platform. 

Due to the increasing number of attackers, Android malware researchers from 

all field come out with the idea to reduce cybercrime from affecting Android user, 

such as using weighted based algorithm. Several research such as Li et al. (2016) and 

Zhang et al.(2014) on detecting Android malware using weighted based algorithm by 

utilizing Term Frequency Inverse Document Frequency (TF-IDF) as the main 

algorithm in Android malware feature selection has been come out. Lee et al. (2014) 

used TF-IDF algorithm in calculating the weight each of the Android static features 

to each of the training malicious applications. Li et al., (2016) applied TF-IDF 

algorithm to calculate the weight of every dangerous Application Program Interface 

(API) in the feature vector. Android sample has been collected from DREBIN (Arp 

et al., 2014). Research that involved dangerous permission based feature and 

Application Program Interface (API) call based feature has been analyse to learn 

classifier from the sample to improve Android malware detection. 

1.2 Research Motivation 

Malware stands for ‘malicious software’ (Sami et al., 2010). Malware is typically 

used to refer to any kind of software that can cause damage to a single computer, 

server or computer network. As the number of smartphones increases, the number of 

malware that targets popular mobile devices platform also increased (Abawajy et al., 
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2017). Android based mobile devices have its own operation system with additional 

capabilities and capacities with functions similar to a computer. Aside from that, 

Android based mobile devices have combination of different network connectivity 

with high-speed data networking capabilities and geo-location services (Vidas et al., 

2011). Users can easily be forced to subscribe call or message, remote control of 

money transfer and extortion to ransomware. G Data (2016) reported the introduction 

of 440,000 new Android malware strains in the first quarter of 2015, which means 

that every 18 seconds, a new mobile malware strain for Android is discovered 

(GData, 2016). Thus, it is clear that mobile devices have become the main target for 

malware attackers to seek profit by mining users’ confidential information.  

 Over the years, there has been an increase in the technology, diversity, and 

complexity of Android malware in response to increased user awareness and 

countermeasures. Android malware research may improve Android based security 

and improve mobile protection for users and organizations. This may accurately 

distinguish between normal application and malicious software.  

 There have been some research done to detect Android malware by using 

automatic dynamic malware analysis combined with machine learning algorithm 

(Mas’ud et al., 2014). During analysis, large number of features may include 

irrelevant features and will cause false result in machine learning algorithm (Shabtai 

et al., 2012). Using feature selection, Android malware detection can be run 

efficiently using machine learning algorithm (Mas’ud et al., 2014). Other than that, 

selecting the most useful subset of features from huge number of Android features 

can remove noisy and irrelevant data from samples, leading to more accurate results 

(Feizollah et al., 2015). 

 This research improves Android malware detection by using the Modified 

Term Frequency-Inverse Document Frequency (MTF-IDF) to select related best 

features in the sample using weight and priority ranking process. This increases the 

effect of important malware features selected in the Android application sample. 

1.3 Problem Statement 

Android malware detection process has drawn researchers’ attention. Up till now, 

Android malwares have become more complex and attackers are able to avert the 
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Android malware detection techniques. Existing Android malware detection 

processes are based on static and dynamic analysis (Jang et al., 2016). Static analysis 

is a fast and efficient method. However, static analysis approach is prone to high 

false negative rates due to evolution in code basis and code repacking. Dynamic 

analysis aims to provide effective and efficient methods to extract unique patterns of 

each malware family based on its behavior. In order to enhance malware detection, 

dynamic analysis requires more features such as system call and network activities.  

Even though many research have works on Android malware detection using 

static and dynamic, number of Android malware attack keep increasing. This shows 

that this technique still cannot overcome this problem due to the wrong selection of 

features. Due to that issue, selection of features that can be used to detect malware is 

crucial in order to achieved accurate result with low false positive rate. Feature 

selection is one of the core concepts in machine learning which hugely impacts the 

performance of algorithm (Raheel Shaikh, 2018). The data features that have been 

used to train machine learning algorithms have a huge influence on the performance 

that could be achieved. Irrelevant or partially relevant features can negatively impact 

algorithm performance. Good selection of features can reduce noise and irrelevant 

features which lead to better malware detection result. 

Thus, it is an urgent demand to identify Android malwares based on feature 

selection. In particular, the following two research issues have been address in this 

thesis: 

1. How to detect Android malware in an efficient manner: Detection is a crucial 

aspect in fighting against Android malwares. There are so many Android 

malwares approach that have been proposed in order to solve detection 

problem. However, the number of Android malwares keeps increasing which 

shows that attackers are becoming more advanced and can easily bypass the 

Android malware detection techniques. Thus, a new solution for Android 

malware detection is required where new feature selection approach by 

modifying the Term Frequency-Inverse Document Frequency (TF-IDF) 

algorithm is proposed. 

2. How to measure the feature selection approach: In order to measure the 

effectiveness of the feature selection approach, the performance of the 

proposed MTF-IDF algorithm were evaluated based on accuracy value. 
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1.4 Objectives of the Research 

To achieve the research aim, three main research objectives are identified and need 

to be fulfilled: 

(i) to propose feature selection technique using Term Frequency-Inverse 

Document Frequency (TF-IDF) for Android malware detection. 

(ii) to develop a modified TF-IDF (MTF-IDF) algorithm to select the best 

features that could improve Android malware detection accuracy. 

(iii) to evaluate the performance of the proposed MTF-IDF algorithm based on 

accuracy. 

1.5 Scope of Research 

The scope of the research is focusing on solving Android malware problem 

particularly in feature selection in detecting Android malwares. This research aim is 

to provide a solution that is highly accurate and efficient in identifying Android 

malwares. This research more focused on selected features instead number of 

sample, so only 1000 static and dynamic Android features samples are collected from 

DREBIN (Arp et al., 2014). After preprocessing has been done, 17 types of 

Application Program Interface (API) call based which represents static feature and 

eight types of dangerous permission based features that represents dynamic feature 

were used in this research (Android Developers, 2018).  

Then, these features are tested using TF-IDF and the proposed modified TF-

IDF (MTF-IDF) algorithm. To classify unsupervised data into malware or benign, K-

means clustering was used and applied based on rules to decide the class. Result 

collected runs performed using three types of machine learning algorithms; Random 

Forest, Decision Table and Adaboost. Those machine learning algorithm were 

selected because of all of it have capabilities in classified nominal class, binary class 

and missing class value. All machine learning algorithms used (Random Forest, 

Decision Table and Adaboost) the test option applied is cross-validation with 10-

folds using WEKA default setting in WEKA tools. Finally, the performance of both 

algorithms was evaluated based on accuracy value performance. 
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1.6 Significance of Research 

The TF-IDF algorithm is widely used in text classification research (Forman, 2008) 

because it is richer and more successful representation for retrieval and 

categorization purposes (Shabtai et al., 2009). However, it is unaware to the training 

class labels and gives incorrect weight value to some features, which can lead to 

inappropriate scaling for some features (Forman, 2008). This research introduces an 

approach to detect Android malwares using Modified Term Frequency-Inverse 

Document Frequency (MTF-IDF). Android malwares are detected based on weight 

calculation from collection of Android samples. The MTF-IDF algorithm gives 

weight to the feature selection based on level of importance of the features in the set 

of sample.  This cause the selection of features is more accurate and reliable than 

other approach. Comparison made between TF-IDF and MTF-IDF proved that the 

latter algorithm performed better than its predecessor. 

1.7 Structure of the Thesis 

This thesis consists of six main chapters and is organized as the following: 

1. Chapter 1 describes introduction of the research including background overview, 

research motivation, statement of the problem, objectives of the research, scope 

of research, significance of research and structure of the research.  

2. Chapter 2 describes a brief history of Android malware and overview on feature 

selection technique. This chapter also discusses about research related to 

Android malware detection approaches.  

3. Chapter 3 describes research process and research framework.  

4. Chapter 4 describes the development of feature selection using weighted based 

technique.  

5. Chapter 5 describes performance evaluation metric of feature selection using 

weighted based technique.  

6. Chapter 6 concludes the work and presents some recommendations for future 

works to improve research efficiency in detecting Android malwares. 
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2CHAPTER 2 

LITERATURE REVIEW 

2.1 Introduction  

This chapter discusses Android malware and the literature of algorithms involved 

during analyzing feature selection. This chapter also explains the differences between 

previous researches with this research. From the literature review, existing problems 

and the weaknesses of previous research can be overcome.  

2.2 Android Malware 

Most people today, likes to use Android based mobile devices. Adults, teenagers and 

also kids have their own mobile devices because of their various capabilities for 

example accessing social networks and accessing online games. By using Android 

mobile devices, people can access many applications such as e-mails, transactions, 

maps, social networks and other features. Before this, computers or laptops are 

needed for sending e-mail, but now these devices are sufficient to do such task. 

Android mobile device is a software stack that includes an operating system, 

middleware and key applications (Saha, 2008). However, Android mobile devices 

are highly vulnerable to various types of attacks.  Malware is a common way for 

launching attacks such as virus, spyware and Trojan (Coronado-de-alba et al., 2013).  

Malware can affect private users, commercial companies and governments. Malware 

that successfully installed on mobile devices can result in the loss, unauthorized 

utilization or modification of large amounts of data and cause users to question the 

reliability of all the information on the network. 
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A comprehensive research of digital, social and mobile usage in Malaysia 

reported statistics from Digital Report Southeast Asia (We Are Social, 2019) said 

that the digital world experienced huge growth in 2018. Unique mobile users grew 

by 2%, up 376 thousand in 2018. Meanwhile, mobile social media users grew 2 

million, a 10% increase in 2018. Digital Report for Southeast Asia also reported 

percentage of Internet in Malaysia users increase to 14%, which are 3 million new 

users compared to 2017. 24.08 million reported active as mobile internet users of 

total populations. This survey shows 59% mobile Internet user in this country may 

have more than one mobile device. 

A mobile device has processing power and memory like a computer with 

additional capabilities such as different network connectivity with high-speed data 

networking and geo-location services. Those capabilities increase the number of 

mobile devices on the market. Therefore, the increasing number of modern mobile 

devices and communication infrastructure cause highly vulnerable to various types of 

attacks. Malware is a common way in launching attacks on mobile devices. Malware 

threats on mobile devices come in various forms such as viruses, Trojans, worms and 

mobile botnets (Suarez-Tangil et al., 2014). Android is the most attractive prey 

because it has large user base and employs open source code. Malicious applications 

can be easily installed into the devices and be used for intrusive surveillance, 

platform exploit delivery, or other follow-on attacks. This phenomenon forces 

several security challenges such as leak of sensitive data, network or file system to be 

addressed. 

2.3 Android Architecture 

Android is the most famous open-source mobile platform (Darcey et al., 2012). 

Nowadays, mobile users demand more functionality in customizing their devices. 

Figure 2.1 shows the Android Architecture that consist of layers which are 

application layer, framework layer, middleware layer and kernel layer (Men et al., 

2018). The uppermost layer which is application layer provides a set of core 

applications such as email, SMS, calendar, maps and contacts. All applications are 

written using the Java programming language. Framework layer is a software 

framework that is used to implement a standard structure of an application for a 
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specific operating system. Layer below framework layer, which is Android 

middleware layer, contains essential elements of Android as a mobile platform. 

 

Application Layer

Framework Layer

Middleware Layer

Android Runtime

Core Libraries

Dalvik VM

Kernel Layer

Native Components

Native Libraries

Native Daemons

Hardware Abstraction 
Layer (HAL)

 

Figure 2.1: Android Architecture (Gandhewar et al., 2011) 

 

There are two parts in middleware layer, which are Android runtime system 

and native components. Core libraries in Android runtime provide most of the 

functionality available in the core libraries of the Java programming language. With 

Dalvik virtual machine (Dalvik VM) own instance, every Android application runs in 

its own process. The Dalvik VM executes files which are optimized for minimal 

memory footprint in the Dalvik Executable (.dex) format.  

Native libraries and native daemons in the native components are written in 

C/C++. The native libraries greatly enrich the functionality and compatibility of 

Android platform for the development purpose, meanwhile the native daemons 

handle all interaction with the system in native level. Hardware Abstraction Layer 

(HAL) defines a standard interface to bridge the gap between hardware and software. 

Compared with the drivers located in the kernel layer, Android HAL holds most of 
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the hardware vendor specific implementation, for example, the APIs of audio device 

and camera. 

The bottom layer is Linux Kernel which provides the basic functionalities of 

operating systems such as kernel drivers, power management and file system. 

Android basically relies on Linux for core system services such as security, process 

management, memory management, network stack and driver model. Between the 

hardware and the rest of the software stack, kernel acts as an abstraction layer. 

Android has emerged as an innovative and open platform to fulfill the 

growing needs of the mobile marketplace. Google has taken a broad approach to 

examine the wireless community. The Open Handset Alliance (OHA) was formed in 

November 2007 to build better mobile phones. OHA consists of the most successful 

mobile companies including chip makers, handset manufactures, software developers 

and service providers. Google acquired Android Inc. in 2005, which then worked 

together with OHA members to develop a nonproprietary open standard platform 

based on technology developed at Android Inc. This technology keeps on improving. 

Although it has not made a huge dent in the tablet market yet, Google’s Android 

operating system has been the top-selling smartphone platform for a while. That also 

means it attracts the interest of scammers and malware developers to steal data and 

money from unsuspecting Android users. 

However, an attacker would get the most reliable, long term access to a 

victim's device by tricking them into installing a malicious application. The 

malicious application actually incorporates WebView and exploits the bug originated 

in Chromium, the open-source project that underlies Chrome and many other 

browsers (WIRED, 2019). Attackers could also use the bug to gain inappropriate 

device access by tricking users into clicking a malicious link that would then open 

through Android's Instant App feature. This component allows users to run a version 

of an application immediately without actually installing it. In that scenario, an 

attacker wouldn't have permanent, persistent access, but would have a limited 

window of time to start hoovering up a user's data or information about their mobile 

accounts. Either way, methods are quiet and inconspicuous compromises. 

Google has worked to improve its ability to push patches across devices and 

minimize difficulties caused by variations in manufacturer implementation. 

However, there's still a very long way to go because of Android's ubiquity in all 
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4.3.2 Different Number of Features Used 

Performance comparison of malware detected using different number of features for 

API call is shown in Figure 4.5. Number of malware detected using 10 API call 

based features is only 1 malware for TF-IDF and 15 malwares for MTF-IDF 

algorithm. Number of malware detected for both experiments increased with the 

increase in number of features used. The increase in number of malware detected 

between 10 features and 100 features is 342 for TF-IDF and 632 for MTF-IDF.  

  

 

Figure 4.5: Number of malware detected using different number of features for API 

call based feature 

 

 

Figure 4.6: Number of malware detected using different number of features for 

dangerous permission based feature 
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Meanwhile, for dangerous permission based feature, number of malwares 

detected for both experiments decreased with the increase in number of features as in 

Figure 4.6. For TF-IDF algorithm, the different number of malware detected between 

5 features and 15 features in the set of sample is 2 malwares, and 27 malwares for 

MTF-IDF algorithm. 

Figure 4.7 shows the accuracy value based on different number of features for 

API call based feature. MTF-IDF algorithm achieved highest accuracy for set of 

sample that contain 10, 50 and 100 features with accuracy value 99.9%, 99.8% and 

99.7 respectively. TF-IDF algorithm obtained 99.9%, 99.7% and 95.5% accuracy 

value for the same set of sample.  

 

 

Figure 4.7: Accuracy value using different number of API call based feature tested 

on Random Forest 

 

Meanwhile, Figure 4.8 shows the accuracy value based on different number 

of dangerous permission based features. MTF-IDF algorithm achieved highest 
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could affect the accuracy value in malware detection. The smallest number of 

features used, the higher accuracy value for malware detection. However, MTF-IDF 
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Figure 4.8: Accuracy value using different number of dangerous permission based 

feature tested on Random Forest 

 

Table 4.4 and Table 4.5 show TP and FP rates for TF-IDF and MTF-IDF 

using different number of features for API call and dangerous permission 
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Feature Experiment TP Rate FP Rate 

10 
TF-IDF 0.900 0.009 

MTF-IDF 0.999 0.001 

50 
TF-IDF 0.997 0.426 

MTF-IDF 0.999 0.001 

100 
TF-IDF 0.955 0.072 

MTF-IDF 0.968 0.035 
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IDF achieved 99.8 % TP value when tested using 5 dangerous permission based 

feature. This shows that MTF-IDF algorithm able to achieve higher TP rate using 

MTF-IDF algorithm compared to TF-IDF algorithm. 

Table 4.5: True positive (TP) and false positive (FP) rates on dangerous permission 

based feature tested on Random Forest algorithm 

Feature Experiment TP Rate FP Rate 

5 
TF-IDF 0.998 0.007 

MTF-IDF 0.999 0.001 

10 
TF-IDF 0.994 0.003 

MTF-IDF 0.998 0.001 

15 
TF-IDF 0.986 0.08 

MTF-IDF 0.994 0.001 

 

In this section, Android malware detection analysis was run based on the 

highest MTF-IDF and TF-IDF value. From this experiment, MTF-IDF is effective 

either using small or large number of features during malware detection process. The 

results show that the MTF-IDF can detect malware accurately and has higher true 

positive rates as compared to TF-IDF algorithm.  

4.3.3 Integration Different Types of Feature 

Table 4.6 shows 30 features used in integration of different types of feature, 

which are 15 API call based feature and 15 dangerous permission based feature. 

From each algorithm, the highest 15 features has been selected for API call and 15 

for dangerous permission. In order to maintain the equality among two types of 

features, the number of features used for API call and dangerous permission are 

same. 
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Table 4.6: List of features used 

 Features Explanation 

Application 

Program 

Interface (API) 

call based 

feature 

AccountManager_addOnAccountsUpdatedListener Notified listener whenever 

user or 

abstractacccountauthenticator 

(class) made changes to 

accounts. 

Activity_startActivity Launch a new activity. 

ContentResolver_query Query the given Uniform 

Resource Identifier (URI), 

returning a cursor (interface) 

over the result set with 

support for cancellation. 

Context_sendBroadcast Broadcast the given intent to 

all interested 

broadcastreceivers (class), 

allowing an optional required 

permission to be enforced. 

Context_startActivity  Launch a new activity. 

Context_startService Request that a given 

application service be started. 

PackageManager_setComponentEnabledSetting Set the enabled setting for a 

package component (activity, 

receiver, service, provider). 

LocationManager_getBestProvider Returns the name of the 

provider that best meets the 

given criteria. 

PowerManager_WakeLock_acquire Acquires the wake lock. 

SmsManager_sendTextMessage Send a text based SMS 

using. 

WebView A View that displays web 

pages. 

HttpURLConnection A urlconnection with support 

for HTTP-specific features. 

Net_Socket An endpoint for 

communication between two 

machines. 

URL_openConnection Returns a urlconnection 

(class) instance that 

represents a connection to the 

remote object referred to by 

the URL. 

URL_openStream Opens a connection to this 

URL and returns an 

inputstream for reading from 

that connection. 

 

  

https://developer.android.com/reference/android/database/Cursor.html
https://developer.android.com/reference/android/database/Cursor.html
https://developer.android.com/reference/android/database/Cursor.html
https://developer.android.com/reference/android/database/Cursor.html
https://developer.android.com/reference/android/database/Cursor.html
https://developer.android.com/reference/java/net/URLConnection.html
https://developer.android.com/reference/java/net/URLConnection.html
https://developer.android.com/reference/java/net/URLConnection.html
https://developer.android.com/reference/java/net/URLConnection.html
https://developer.android.com/reference/java/net/URLConnection.html
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Table 4.6 (continue) 

 
 Features Explanation 

Dangerous 

permission based 

feature 

ACCESS_COARSE_LOCATION Allows an application to 

access approximate 

location. 

ACCESS_FINE_LOCATION Allows an application to 

access precise location. 

CALL_PHONE Allows an application to 

initiate a phone call without 

going through the Dialer 

user interface for the user to 

confirm the call. 

CAMERA Required to be able to 

access the camera device. 

GET_ACCOUNTS Allows access to the list of 

accounts in the Accounts 

Service. 

PROCESS_OUTGOING_CALLS Allows an application to see 

the number being dialed 

during an outgoing call with 

the option to redirect the 

call to a different number or 

abort the call altogether. 

READ_CONTACTS Allows an application to 

read the user's contacts data. 

READ_EXTERNAL_STORAGE Allows an application to 

read from external storage. 

READ_PHONE_STATE Allows read only access to 

phone state, including the 

phone number of the 

device, current cellular 

network information, the 

status of any ongoing calls, 

and a list of any 

PhoneAccounts registered 

on the device. 

RECEIVE_SMS Allows an application to 

receive SMS messages. 

RECORD_AUDIO Allows an application to 

record audio. 

SEND_SMS Allows an application to 

send SMS messages. 

WRITE_CALENDAR Allows an application to 

write the user's calendar 

data. 

WRITE_CONTACTS Allows an application to 

write the user's contacts 

data. 

WRITE_EXTERNAL_STORAGE Allows an application to 

write to external storage. 

 

 

Figure 4.9 shows number of malware detected based on integration of 

Android features. Number of malware detected for 200 samples is 66 using TF-IDF 

and 76 using MTF-IDF. Number of malware detected for both set of sample 
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increased with the increase in number of samples. The increase in number of 

malware detected between 200 samples and 1000 samples is 340 for TF-IDF and 376 

for MTF-IDF algorithm.  

 

 

Figure 4.9: Number of malware detected on integrated features using Random Forest 

algorithm 

 

 

Figure 4.10: Performance comparison of accuracy using combination of features 

using Random Forest 
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accuracy for contain 600, 800 and 1000 samples set of sample with accuracy of 

98.9%, 99.4% and 99.8% respectively. The result shows that feature selected by 

MTF-IDF algorithm is well diverse for different sample size either small or big 

sample of data. Feature selected can achieve goal accuracy value for all sample size 

for integrated features when tested on Random Forest algorithm. 

Table 4.7: Performance comparison of accuracy based on algorithm using 

combination of API call and dangerous permission 

Machine Learning Algorithm Experiment 
Algorithm  

TF-IDF MTF-IDF 

Random Forest 

200 98.0% 97.0% 

400 97.5% 97.8% 

600 98.8% 99.8% 

800 96.9% 99.4% 

1000 97.6% 98.9% 

Decision Table 

200 93.5% 93.5% 

400 95.5% 93.6% 

600 95.1% 98.2% 

800 94.0% 98.1% 

1000 95.0% 99.0% 

Adaboost 

200 98.0% 97.0% 

400 98.0% 98.3% 

600 97.8% 98.3% 

800 95.0% 98.0% 

1000 94.2% 98.4% 

 

Table 4.7 shows the accuracy value based on different algorithms. 1000 

samples of MTF-IDF algorithm achieved highest accuracy for all three algorithms 

which are Random Forest, Decision Table and Adaboost with accuracy of 98.9%, 

99.0% and 98.4% respectively. Meanwhile, accuracy recorded for TF-IDF are 98%, 

95% and 97.6% respectively.  

Table 4.8 shows TP rate and FP rate for TF-IDF and MTF-IDF algorithms 

based on integrated features. For each set of sample, the TP rate is higher than FP 

rate in both experiments. TF-IDF algorithm performed better for small sample size 

that is 200 samples with 98% compared to MTF-IDF algorithm with 97%. However, 

MTF-IDF algorithm gained higher TP rate for 400, 600, 800 and 1000 samples, and 
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has higher TP rate compared to TF-IDF algorithm. The result shows that the 

proposed feature selection algorithm (MTF-IDF) is capable in detecting malware 

using various kinds of feature and different data size on machine learning algorithm. 

 

Table 4.8: True positive (TP) and false positive (FP) rate based on integration of 

feature using Random Forest 

Sample Experiment TP Rate FP Rate 

200 
TF-IDF 0.980 0.041 

MTF-IDF 0.970 0.044 

400 
TF-IDF 0.975 0.038 

MTF-IDF 0.978 0.038 

600 
TF-IDF 0.988 0.015 

MTF-IDF 0.998 0.004 

800 
TF-IDF 0.969 0.037 

MTF-IDF 0.994 0.007 

1000 
TF-IDF 0.976 0.026 

MTF-IDF 0.989 0.012 

 

4.4 Chapter Summary 

Modified Term Frequency-Inverse Document Frequency (MTF-IDF) is proposed in 

feature selection during Android malware detection. Using feature selection, only 

helpful features selected during Android malware analysis. Noise features has been 

removed based on the weighted value. The proposed framework is tested against 

existing algorithm (TF-IDF) using different types of experimental setup that are 

different number of sample, different number of features and integration of features. 

Results made between the modified and existing feature selection algorithms were 

compared and only features with higher value were used in the analysis. The analysis 

results showed that feature selection using MTF-IDF algorithm can improve malware 

detection analysis. MTF-IDF algorithm proved that it is effective in detecting 

Android malwares either using various kinds of feature or various kinds of sample 

size. The next chapter discuss about the conclusion of this research and future works 

that can be done for improvements. 
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5CHAPTER 5 

CONCLUSION AND FUTURE WORK 

5.1 Introduction 

This chapter concludes the whole research based on the performance of the results 

obtained. The previous chapter presents the results of the proposed algorithm feature 

selection using Modified Term Frequency-Inverse Document Frequency (MTF-IDF). 

The proposed method aims to determine the feature matrix for detecting Android 

malware using two types of Android features, which are dangerous permission (static 

feature) and Application Program Interface (API) call (dynamic feature).  

The proposed framework is evaluated using DREBIN (Arp et al., 2014) 

sample. Each sample has ran sample functions to verify its features, perform 

weighted based feature selection (MTF-IDF or TF-IDF), perform sample clustering 

using K-means to class the sample to either malware or benign and lastly construct 

feature matrix. The proposed weighted based feature selection technique is modified 

based on the TF-IDF algorithm where this approach focused on both sample and 

feature.  

Modified Term Frequency-Inverse Document Frequency (MTF-IDF) 

algorithm give more focus on both sample and features to give correct weight value 

to some features. The proposed algorithm considered features based on its level of 

importance where weight given based on number of features involved in the sample. 

The MTF-IDF algorithm consists of three steps. First, each incoming sample ran 

functions to identify normalized Term Frequency (TF) for each feature involved. 

Next, Inverse Document Frequency (IDF) of Android sample for MTF-IDF was 

identified. The related best features in the sample are selected using weight and 

priority ranking process using K-means. This ensures that only important malware 
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features are selected in the Android application sample. Compared to TF-IDF, IDF 

only focuses on feature and not sample. Android malware detection using MTF-IDF 

algorithm achieved high accuracy compared to TF-IDF. Finally weight calculation 

using MTF-IDF for each sample was performed to determine feature matrix.  

In evaluation of the proposed algorithm, Random Forest (Breiman, 2001) was 

used as main classification algorithm for machine learning algorithm, besides 

Decision Table and Adaboost. These three algorithms were selected because of their 

similar capabilities in detecting missing class value, nominal class, numeric class and 

binary class. Waikato Environment for Knowledge Analysis (WEKA) was used to 

measure the effectiveness of the feature selection approach (Hall et al., 2009).  

In order to measure the effectiveness of the feature selection approach, the 

performance of the proposed MTF-IDF algorithm were evaluated based on accuracy 

value. The proposed algorithm was tested using different types of experimental setup 

namely different number of sample, different number of features and combination of 

feature. The results showed that feature selection using MTF-IDF can improve 

malware detection analysis. This research demonstrated that the use of different 

types of feature or different size of sample not affect MTF-IDF effectiveness in 

Android malware detection. This chapter summarizes the outcome of this research 

and recommendations for possible research directions. 

5.2 Contribution of the Research 

Research on feature selection using weighted based technique is the easiest way to 

detect Android malware. This research is effective to analyze large number of 

features and reduce irrelevant features that may cause false results in detecting 

Android malware. Android malware detection can be run efficiently using feature 

selection via machine learning algorithm. Selecting the most useful subset of features 

from huge number of Android features can remove noisy and irrelevant data from 

sample collected and lead to more accurate results.  

 First contribution of this research is to propose feature selection technique 

using Term Frequency-Inverse Document Frequency (TF-IDF) for Android malware 

detection. This research improves Android malware detection by using the TF-IDF to 

select related best features in the sample using weight and priority ranking process. 
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This increases the effect of important malware features selected in the Android 

application sample. 

 Second contribution of this research is to develop a modified TF-IDF (MTF-

IDF) algorithm to select the best features that could improve accuracy of Android 

malware detection. TF-IDF algorithm is widely used in text classification research 

and commonly used in text classification because it is richer and more successful 

representation for retrieval and categorization purposes. Yet, TF-IDF is unaware to 

the class labels in the sample, which can lead to inappropriate scaling for some 

features. This research modified TF-IDF in order to achieve ideal scaling, especially 

on scaling of both features and samples at the same time. 

 Third contribution of this research is to evaluate the performance of the 

proposed MTF-IDF algorithm based on accuracy. A few set of sample were 

produced to research the sensitivity of the algorithm. The algorithm was tested based 

on three requirements; different number of sample size, different number of features 

used and integration of different types of feature. Using different types of 

experimental setup, MTF-IDF proved that it is effective for Android malware 

detection for various kinds of feature or various kinds of sample size. As a 

conclusion, feature selection using MTF-IDF algorithm proved that it is effective in 

detecting Android malwares either based on a series of experiment. 

5.3 Recommendations for Future Work 

There are chances to improve the proposed algorithm and discover other potential 

issues. Thus, several recommendations are given below: 

1. This research only focused on Application Program Interface (API) call and 

dangerous permission based feature. The proposed algorithm only studied 

Android malware characteristics using these features. So, it is recommended to 

perform further research not only for API call and dangerous permission, but 

the whole features applied on Android. All potential features in Android such 

as activity or Uniform Resource Locator (URL) should be explored to improve 

Android malware detection. 

2. Comparison with other feature selection techniques. This research only focused 

on weighted based techniques (TF-IDF and MTF-IDF). Comparing and 
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researching other feature selection techniques could give high impact to the 

analysis and help to improve Android malware detection.(Samat, 2017) 

5.4 Concluding Remarks 

This research proposed feature selection using Modified Term Frequency-Inverse 

Document Frequency (MTF-IDF) algorithm to enhance Android malware detection. 

The proposed algorithm improves Android malware detection by selecting best 

features in the samples using weight and achieved ideal scaling which focuses on of 

both features and samples at the same time. The importance of feature selection 

algorithm, such as MTF-IDF and TF-IDF, has been experimentally justified using 

machine learning algorithm. The proposed feature selection approach and existing 

approaches are compared using performance accuracy. MTF-IDF algorithm proved 

that it is an effective Android malware detection algorithm to cater for various kinds 

of feature or different kinds of sample size.  
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