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ABSTRACT

The global health epidemic caused by the breakout of a coronavirus disease in 2019
(COVID-19) has had a significant impact on way we view our environment and live
our daily lives. The number of people infected with Covid-19 is rapidly increasing. As
aresult, several countries are facing economic disasters, recession, and other problems.
Separating ourselves from society, remaining at home, and detaching ourselves from
the outside world is one thing we should do. But that is no longer an option; people
must work to exist, and no one can live in their homes eternally. People should wear
masks and maintain social distance as a precaution. As a result, detecting face masks
has become a critical responsibility in assisting the global community. This report
describes a simplified method for accomplishing this goal utilizing TensorFlow,
Keras, OpenCV, and Convolutional Neural Networks, as well as some basic Machine
Learning packages. The suggested approach successfully recognizes the face in a
picture and then determines whether it is covered by a mask. If a person is discovered
without a face mask, an alert warning is issued, and the person's face is captured. In
addition, the value of masking and unmasking faces is saved in the cloud for future
use. By using this deep learning, enable the system to be faster and more precise to
detect the faces and as a result, the accuracy of mask and unmask faces detection is
higher than 90%. As all the facilities open and the number of COVID-19 cases
continues to rise across the country, everyone must adhere to the safety precautions
until the outbreak is over. As a result, this module assist in recognizing people wearing

masks when entering premises.



ABSTRAK

Wabak kesihatan global yang disebabkan oleh penularan penyakit koronavirus pada
tahun 2019 (COVID-19) telah memberi kesan yang besar terhadap persekitaran dan
kehidupan seharian kita. Bilangan yang dijangkiti Covid-19 meningkat dengan cepat.
Akibatnya, kebanyakan negara menghadapi bencana ekonomi, kemelesetan ekonomi,
dan sebagainya. Memisahkan diri dari masyarakat, tinggal di rumah, dan jauh dari
dunia luar adalah satu perkara yang harus kita lakukan. Tetapi itu bukan lagi pilihan
yang berpanjangan. Setiap orang perlu bekerja untuk kelangsungan hidup, tiada
sesiapa sanggup berterusan hidup hanya di dalam rumah. Masyarakat harus memakai
pelitup muka dan menjaga jarak sosial sebagai langkah berjaga-jaga. Hasilnya, sistem
pengesan pelitup muka telah menjadi tanggungjawab penting dalam membantu
masyarakat global masa kini. Maka, tesis ini, memperjelaskan kaedah yang digunakan
untuk mencapai tujuan ini dengan menggunakan TensorFlow, Keras, OpenCV, dan
Convolutional Neural Network, serta beberapa pakej asas Machine Learning.
Pendekatan yang dicadangkan berjaya mengenali wajah dalam gambar dan kemudian
menentukan sama ada ia ditutupi oleh pelitup muka atau tidak. Sekiranya seseorang
ditemui tanpa pelitup muka, amaran akan dikeluarkan, dan wajah tanpa pelitup muka
itu akan disimpan. Di samping itu, nilai wajah dengan pelitup muka dan tanpa pelitup
muka disimpan di awan atau Cloud untuk digunakan di masa depan. Dengan
menggunalan Deep Learning, membolehkan sistem bekerja dengan lebih laju dan tepat
untuk mengesan wajah, dan hasilnya, didapati ketepatan pengesanan wajah dengan
pelitup muda dan tanpa pelitup muka adalah melebih 90%. Oleh kerana semua
kemudahan akan di buka dan jumlah kes COVID-19 terus meningkat di seluruh
negara, setiap orang harus mematuhi langkah keselamatan sehingga wabak ini
berakhir. Hasilnya, kami berharap sistem ini dapat membantu mengenali orang yang

memakai pelitup muka atau tidak ketika memasuki premis.
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CHAPTER 1

INTRODUCTION

1.1 Background of study

The COVID-19 coronavirus pandemic has impacted everyone on a global level. It
stifled the global economy's growth [1]. Coronavirus disease 2019 (COVID-19) is a
new respiratory disease caused by coronavirus 2 of the extreme acute respiratory
syndrome (SARS-CoV2). As of June 10, 2020, the virus had infected nearly eight
million people dead half a million. To prevent the virus from spreading, the World
Health Organization (WHQ) has demanded people wear face masks, maintain strict
social distance in public areas, and wash their hands or sanitise their hands with
disinfectants on a regular basis. According to research by [2], wearing a facemask is
essential in preventing the virus from spreading and research by [3] N95 and surgical
masks are 91% and 68% effective in preventing virus transmission, respectively. In
this smart and fast-going world, the Internet of Things (IoT) is the next wave of
innovation. There is a lot of work on the 10T, and many studies and tests are being
performed. Aanchal, et al. [4] said since a lot of data would be stored in the 10T cloud
as everyone and everything would be connected through the internet; thus, lot of space
would be requested, the word Big Data comes here. Lots of data be is stored in cloud

as well, but with this, we have to secure our data and be vulnerable for attacks.

In this report for masked face detection, the system is using realtime
applications which use the 10T application. TensorFlow [5], Keras and MobileNetV2
architecture is to load the model for the output result. Then, the database of mask and
unmask face send into Google Firebase to store the result for the analysis. Every time
the system detects unmask faces, the system trigger the alert warning and the image of
unmasking face be capture and stored in a local folder. This writing describes the facial

detection and loT can be used as a better method to recognize face masked
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automatically. It makes the system’s boundaries clear and can identify every person’s

face with a mask on that synced with a universal system time.

1.2 Problem Statement

The COVID-19 is an unprecedented crisis that has resulted in many casualties and
security issues. The face mask is a defensive and preventative element against
coronavirus in everyday life [6]. Recent coronavirus studies have shown that wearing
a face mask for both healthy and infected people limit the virus's ability to spread.
Some people are reluctant to wear a mask in the crowd area or premises, may force the
in charges person to frequently remind people to wear a mask and keep on social
distancing. Thus, it is very urgent to recognise the existing face detection technology
on the masked faces. Masked face detection is a challenge in a premise due to the
COVID-19 coronavirus, although removing the face mask would raise the risk of new

infection with the virus.

We believe this proposed system can be used widely for any premises, such as
amall, drug store, restaurants, and pump station, for detection of masked or unmasked
face. Thus, it eases the control process of the standard operating procedure (SOP),

especially in front of premise main entrance.

1.3 Objectives
The objectives of this project are:

1. To develop masked face detection system using deep learning with
MobilenetV2 model.

2. Todesign the database of mask and unmask face using Google Firebase Cloud.

3. To provide an alert whenever unmask face detected.

4. To evaluate the performance system that met the system's target accuracy.



1.4 Scopes
The scopes of this project are:

1. 4000 dataset of mask and unmask images is gathered from the local mode such
an example Kaggle.

2. The system used TensorFlow/Keras as deep learning neural network to train
the dataset.

3. Google Firebase is applied for storing information in cloud system.

4. The ideal system is designed to easily detect the mask and unmask faces,
without standing in front of a camera for a period of time.

5. Unmask detected image is store in local database.



CHAPTER 2

LITERATURE REVIEW

2.1  The Internet of Things

The Internet of Things (IoT) is a networking technology that allows embedded
technologies to communicate without the need for human intervention. Machine-to-
machine (M2M) communication is another name for it. It enables these gadgets to
gather, assess, and respond to data [7]. M2M application typically consists of a
hardware module implanted in a user device that connects with the associated
application, which is often on the side of the service provider, over a mobile or fixed
network. The goal is to save money on management and maintenance [8]. Internet of
Things is a term that describes small network devices devices connected to the Internet
and able to sense, collect, and exchange data - that are distributed in such a way as to
create an intelligent internet-connected device. To put it simply, the Internet of Things
is the concept that every object in the world is connected to the Internet and able to
send and receive data. This information can then be analysed by those have access to
it. According to webpage [9] the Internet of Things (IoT) is a network of various
internet-connected devices that communicate with one another in order to remove
human involvement in routine operations. To offer information to system users, the
IoT may also measure and evaluate the parameters of their own status, the
environment, or other devices. As the Internet of Things (1o0T) becomes more of a hazy

notion, more devices and applications are being used and added.

The 1oT has recently gained a lot of attention due to the rapid development of
wireless networks, hardware, and sensor equipment.[10]. By considering the scenario
of a smart home [11], the home is an autonomous system that regulates its own
temperature, lighting, and security. In other words, smart homes may be created by



5

utilising the Internet of Things, which can automate and regulate various aspects of
our homes, such as doors, lighting, windows, distributed entertainment, refrigerators,
and irrigation systems. The Internet of Things is gaining traction in a number of
domains, including smart security, smart cities, healthcare, smart transportation, smart
grids, and online business. The goal of using the Internet of Things is to share our data
and knowledge with everyone and to computerise various behaviours in order to
improve our day-to-day lives. 10T has now become a part of every aspect of our lives.
loT applications improve our lives in more ways than one. Furthermore, technology
gives us an excessive amount of power by simplifying work days and personal
tasks.Thus, The Internet of Things is a sort of device communication that saves time

and makes our daily jobs easier.

2.1.1 Internet of Things (IoT) Architecture

The Internet of Things is made up of an increasing number of smart networked gadgets
and sensors that are often nonintrusive, transparent, and invisible. Communication
between these devices, as well as with connected services, is intended to occur at any
time and in any location, and it is frequently done wirelessly and autonomously.
Furthermore, services become far more fragmented and complicated. As a result, 10T
architecture is essential to manage the complexity [11]. A three-layer construction, as
depicted in Figure 2.1, is the most basic architecture. It was first used in the early
phases of this field's research. It has three layers, the perception, network, and

application layers [11], [12].

1. The perception layer is the physical layer, which is equipped with sensors for
sensing and obtaining data about the environment. It detects certain physical
factors or recognises other smart items in the environment.

2. Connecting to other smart things, network devices, and servers is the
responsibility of the network layer. Its capabilities are also utilised in the
transmission and processing of sensor data.

3. The application layer is responsible for providing the user with application-
specific services. It outlines several applications for the Internet of Things,

including smart homes, smart cities, and smart health.
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Figure 2.1: Architecture of 10T

The three-layer architecture includes the core concept of the Internet of Things;
however, it is insufficient for 10T research because it frequently concentrates on
smaller details. As a result, additional layered structures have been presented in the
literature. One is the five-layer architecture which has been shown in Figure 2.1. The
layers are perception, transport, processing, application, and business layers [11], [12].
The perception and application layers provide the same purpose as the three-layer

architecture.

1. Through networks such as Wi-Fi, 3G, LAN, Bluetooth, RFID, and NFC, the
transport layer sends sensor data from the perception layer to the processing
layer and vice versa.

2. The middleware layer is also known as the processing layer. Huge volumes of
data from the transport layer are stored, analysed, and processed by it. It could
manage and provide a variety of services to the lower layers. Databases, cloud
computing, and big data processing modules are among the technologies used.

3. The business layer oversees the entire 0T system, including apps, business and

profit models, and the privacy of users.

Architecture is a structure that specifies the physical components of a network, their
functional organisation and configuration, as well as the network's operational rules
and procedures and data formats. As a result, 10T development is influenced by the

technology used, application areas, and business considerations.



2.2 Detection System using Internet of Things

The Internet of Things, sometimes known as loT, is a network of interconnected
physical items that can interact and share data without the need for human intervention.
Because 10T allows us to collect information from all kinds of mediums, such as
humans, animals, vehicles, and household appliances, it has been explicitly defined as
a "Infrastructure of Information Society” [13], [14], [15]. By integrating electronic
hardware such as sensors, software, and networking gear inside any object in the
physical world that can be given an IP address to facilitate data transfer across a
network, it can become a component of the 10T system. 10T is distinct from the Internet
in that it goes beyond Internet connectivity by allowing everyday things with
embedded circuits to interact and communicate with one another using existing

Internet infrastructure [13].

From previous researcher, Komalapati et al [16] designed the system to keep
people safe from fires by sounding an alarm during a crisis and sending a warning
message to a telegram account, as well as detecting ESP32 movements via the web
and sending a notification to a phone. Then, in this research paper [17] developed the
gas leakage and fire detection system to be used in industry whenever system detect
and gas or fire happen surrounding, the system sent short message service (SMS) to
the user and user alert for further action. Other than that, the Smart VVehicle Monitoring
System (SVMS) is proposed in this study [18] for early detection of accidents and theft
prevention. SVMS use Internet of Things (IoT) technology to continuously monitor
the vehicle as well as to access and control it remotely. The 10T devices installed in
the Raspberry Pi (RPi) is used in vehicles because it is familiar with sensors and can
identify accidents quickly. If accidents occur, the SVMS recognises them right away
and determines the severity of the incident. The machine then promptly notify the

authorities.

In addition, intelligent urban surveillance systems for Internet of Things (1oT)
and smart city applications face a significant research problem in automated object
detection algorithms. The loT Driven Automated Object Detection Algorithm for

Urban Surveillance System in Smart City was proposed by the researcher [19]. The
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proposed method can not only aid in the speedy and precise detection of object
vehicles, but it can also be utilised to reduce the amount of huge data that has to be
saved in urban surveillance systems. Last but not least, a non-contact sensor module
and a motion recovery printed circuit board module are used in the realtime Internet
of Things motion detection platform to quickly respond to emergency circumstances
through realtime monitoring [20]. The administrator's display continuously analyses
realtime moving items by identifying them in terms of position coordinates and
automatically recognising data and sending it to the cloud server. Furthermore, a
realtime Internet of Things motion detection monitoring system was set up to respond
rapidly to realtime alarms and effectively manage issues.

2.3 Face Mask Detection

COVID-19, a pandemic caused by a novel coronavirus, has been spreading over the
world for a long time. COVID-19 has an impact on practically every aspect of
development. The healthcare system is in a state of emergency. Wearing a mask is one
of the many precaution measures taken to reduce the spread of this disease [21]. The
use of face masks by the general people is critical in preventing the spread of the
Corona Virus pandemic. Wearing a face mask prevents virus transmission via droplets
such as spit or mucus [22]. So, face detection is one of the techniques to overcome this

problem.

Wearing these masks effectively disrupts airborne pathogens, preventing them
from reaching a human's respiratory system, and it is a cost-effective way to reduce
deaths and respiratory infection disorders. Nonetheless, due to insufficient facemask
use, the effectiveness of facemasks in preventing disease transmission in the general
population has been reduced. It is critical to implement an automated facemask
detection system that provided individual security while also preventing a local
epidemic. Since the COVID-19 virus can be transmitted through contact and
contaminated surfaces, traditional biometric systems based on passwords or

fingerprints are no longer safe. Face detection is safer because it does not require the
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user to touch the button. Recent coronavirus studies have shown that wearing a face

mask for healthy and infected people significantly decreases virus transmission [23].

Many applications that identify human faces in digital photos, such as
gender/age detection, emotion recognition, visual surveillance, and human-computer
interaction, have used face detection. Face mask detection-based automatic entrance
and access control systems are extremely useful in a variety of settings, including
workplaces, railway stations, and shopping malls [24]. These devices assist in
preventing non-mask-wearing individuals from entering a facility without the need for
physical intervention. There are few methods for detecting whether someone is
wearing a face mask or not. To train the model, these strategies considered two types
of facial images: mask and non-mask. The framework and model used to construct the

model differs between the created systems.

For decades, face detection has been one of the popular and challenging
subjects among computer vision researchers. Face detection technology has also
grown fast with the rapid growth of artificial intelligence (Al) in recent years [25].
Compared to conventional card detection, iris detection, and fingerprint detection, the
face detection system has numerous advantages. Due to the sudden outbreak of the
COVID-19 pandemic, different facial detection technology is currently being used on
people wearing masks. Hanvon Technology [6] reported masked face detection has an
accuracy of around 85% and Minivision Technology was able to achieve a level of
accuracy over 90%. It seems that the application of facial detection is a trend and is
becoming increasingly common. With these uses, computer vision researchers have
paid more attention to face detection technologies in recent decades, simple, non-

invasive, and non-contact way of making identification, unlike other characteristics.

In a smart city network, all public places are monitored with Closed-Circuit
Television (CCTV) cameras, Rahman et al [21] propose a technigue to limit COVID-
19 growth by identifying people are not wearing any facial mask. If a person without
a mask is detected, the city network alerts the appropriate authority. Realtime video
footage of many public sites in the city is captured by CCTV cameras. Facial images
are taken from the camera clip, and these images are used to identify the mask on the

face. Other than that, for automatic entry and access control, [26] suggested system
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uses two layers of face mask detection models to deal with no mask, proper mask wear,
and poor mask wear instances individually. To improve performance, the proposed

system employs a fog computing environment for the inference process.

Although much research over the last decade, achieving excellent face
detection performance remains a big difficulty. The popular face detector technique
described by Viola and Jones [27] makes face detection viable in real-world
applications. This research [28] provides a smart l0T-based face detection system with
a spatial correlation of linked face part regions that is fast and accurate. The facial
detection methods are implemented in Raspberry Pi 3 edge devices. The user then be
able to see the faces that have been discovered. If an object is no longer/(heretofore)
connected to its user, it can still be connected to ambient objects and database data,
which is why the Internet of Things concept is so important. There are a lot of research
has been done is facial recognition using loT. The user is notified through text
message, email, or voice message if a facial image is detected and identified in this
system [29]. Such a system is designed using advanced knowledge of microcontrollers

and interfaces like the Raspberry Pi.

2.4 Deep Learning

Deep learning is a result of artificial neural network development. At first, practise of
training MLPs (Multi-layers Perceptron), in which a linear layer is added from the
network connection's input to the output. Following that, G. Thomson [30] developed
a new concept called deep learning, which is a new model of training as illustrated in

Figure 2.2.
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Simple Neural Network Deep Learning Neural Network

@ nput Layer () Hidden Layer @ Output Layer

Figure 2.2: Simple Neural Metwork vs Deep Learning Neural Network [31]

Deep learning can achieve astounding results in face recognition since it can
produce a nice approximation of a complex function through the increment of hidden
layers. It is a type of machine language that instructs a computer to behave as if it were
a person. Additional, deep learning also is one of the most popular ways for this
technology. Deep learning is classified as Artificial Intelligence since it can act and
think like a human. Typically, the system pre-loaded with hundreds, if not thousands,
of input data to make the ‘training' session more efficient and quicker. It begins by

providing some type of ‘training' with all the data input [32].

The development of facial recognition systems has been aided by the advent of
deep learning architecture. Maurya et al [33] proposed model can be used in
conjunction with computer or laptop cameras to determine whether people are wearing
masks. The model was created using OpenCV, TensorFlow, and Keras, as well as deep
learning and traditional machine learning techniques. Next, With OpenCV, PyTorch,
and Deep Learning, Basha et al [34] created a Face Mask Detector that can determine
whether or not a person is wearing a mask. With the use of such technology, a person's
face can be simply detected using a dataset with a similar matching appearance. The
approach of detecting a person's face with the help of python and OpenCV in deep
learning is the most efficient. This strategy can be applied to a variety of situations.
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2.4.1 TensorFlow and Keras

TensorFlow is an open-source framework that contains a huge number of pre-designed
models for Machine Learning and Deep Learning. TensorFlow is made up of two parts:
"Tenser," which refers to an Array of N-Dimensional elements, and "Flow," which
refers to a graph of operations. TensorFlow is an open-source software framework that
uses data flow graphs to do numerical computations. TensorFlow is a distributed
training and inference framework developed for large-scale distributed training and
inference. The graph's nodes represent mathematical operations, while the graph's
edges represent the multidimensional data arrays (tensors) that are exchanged between
them [35]. TensorFlow is used by these clients for research and production, with tasks
ranging from mobile inference for computer vision models to large-scale deep neural
network training with hundreds of billions of parameters on hundreds of billions of
sample records using hundreds of workstations [5]. TensorFlow programming
interfaces include APIs for Python and C++ and developments for Java, GO, R, and
Haskell are on the way. TensorFlow is also supported in Google and Amazon cloud

environments.

Keras provides essential reflections and building units for the design and
transfer of machine learning arrangements at a high iteration rate. TensorFlow's
scalability and cross-platform features are utilised in this application. Layers and
models are the most important data structures in Keras. Keras is utilised to implement
all of the layers in the CNNs model. It aids in the compilation of the overall model, as
well as the conversion of the class vector to the binary class matrix in data processing
[24].
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2.4.2 Convolution Neural Network

Convolutional Neural Network is a visual imaging analysis deep neural network
model. It takes in image data, collects it all, and transmits it to the layers of neurons.
It has a completely linked layer that processes the picture prediction as to the final
output. CNNs are a sort of deep, feed-forward artificial neural network that is used to
analyse visual data. The architecture of these networks is influenced by biological
neurons that interact with one another and produce outputs based on inputs. CNNs
have only recently gained popularity because of recent technological advancements
and computational capabilities that enable the processing of large amounts of data and
the training of complex algorithms in a reasonable amount of time [36]. Because
convolutional neural networks are self-learning, self-adapting, and self-organizing,
they may extract features automatically based on prior knowledge of known
categories, bypassing the time-consuming feature extraction step required by standard
image classification methods. The features that were extracted are both expressive and

efficient.

In the fields of computer vision, such as image classification, target tracking,
target detection, and semantic picture segmentation, deep convolutional neural
networks (CNNs) have had a lot of success. On the other hand, the deep convolutional
neural network is a dense computational model in and of itself. The model is difficult
to adapt to porTable mobile devices with limited hardware resources due to a large
number of parameters, high computing load, and large number of memory access [37].
Applying the deep convolutional neural network model to realtime applications and
low-memory porTable devices requires compressing and speeding deep convolutional
neural networks to reduce parameters, computation cost, and battery consumption.
Denil, et al. [38]. demonstrated that the parameters of a deep convolutional neural
network have a lot of redundancy and have minimal effect on classification accuracy.
By using singular value decompositions, Denton, et al. [39] discovered an appropriate

low-rank matrix for estimating the information parameters of deep CNNs.

In addition, other researchers such as Militante AND Dionisio [40] portrayed

convolution neural network in Figure 2.3. As mentioned in the convolution section, it
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