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ABSTRAK 

Dilihat dari sudut teknologi, internet berkemungkinan besar merupakan perkara 

yang terhebat berIaku terhadap kita selepas revolusi perindustrian. Ia membawa kita 

kepada era letusan maklumat. Internet telah menjadi sebahagian daripada hidup kita 

seharian melalui pelbagai alatan di pejabat dan rumah yang disambungkan ke internet. 

Faedah yang diperolehi adalah tidak terbatas. Bayangkan situasi di mana kita boleh 

meggunakan alatan eletrik secara kawalanjauh atau menggunakan pengantaramuka 

interaktifuntuk mengawal perkakasan rumah. Ini membolehkan kita menjalankan 

pelbagai penyenggaraan perkakasan dan diagnostic daripada sebarang temp at di dunia 

yang mempunyai akses ke internet. Pengantaramuka web ini memberikan faedah kepada 

pengguna dan juga kepada pembuat perkakasan. laporan ini membincangkan tentang 

perkara-perkara yang perIu diambil kira ketika mereka bentuk sebuah system kawalan 

berasaskan pelayan web embedded. Sebuah sistem akan dibangunkan menggunakan 

PICDEM.net Development Board, yang membolehkan pengguna mengawal dan 

perkakasan secarajarak memantaujauh. 
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ABSTRACT 

In term of technology, internet must be the greatest thing to happen to mankind 

after industrial revolution. It has led us into the age of information explosion. Internet is 

becoming part of our everyday life through the various devices which are connected to 

internet at our home and work. The benefits are endless. Consider the situation where 

we can 'use' equipment from a remote location or work using an interactive user 

interface on our household device. This enables us to perform device management and 

even appliance diagnostics from any where in the world where you have the internet 

access. Thus web interfaces bring benefits to end-users as well as to manufacturers. This 

report discussed the design consideration of a web server based control system. Using 

PICDEM.net Development Board as a project, a system will be developed, allowing a 

user to control and monitor device remotely. PTTA
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CHAPTER I 

INTRODUCTION 

1.1 Project Background 

A web server is basically a program that can respond to requests from web 

browsers. The server listens to a port. A web browser then sends a request to the server 

(1) see Figure l.1. The request contains the name and location of the wanted file 

(Uniform Resource Location, URL). The server receives the request and tries to interpret 

the request (2). If the web server can find the requested file it will return it to the web 

browser (3). Otherwise, an error message will be returned. 
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Figure 1.1: Basic Concept of a Web Server 

An embedded web server is a web server that has been designed to be included in 

different kinds of small devices. It is an easy and well-defined way for infonnation 

access. When designing an embedded web server there are some requirements to take 

notice of. First of all it has to have a small memory footprint (> 1 00 kb is quite much). 

Often the devices do not have a file system (hard drive), so it must be possible to store 

the web content on ROM or to have the web pages created dynamically (created when 

requested). 

Embedded systems are integrated hardware and software systems implementing 

dedicated functions, such as, electronic gadgets, communication devices, household 

appliances and medical instruments. We are fast approaching a point where there are 

more microprocessor based systems than people on the planet. They are generally not 

programmed by the users. In the Last few years there has been a significant demand for 

remote monitoring and control of embedded systems. The most convenient way to do 

this is to connect the embedded system to the internet, replacing traditional serial user 

interfaces, and allowing the use of familiar Web browsers from any desktop. 
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Web browsers have become the default standard user interface to a variety of 

applications. They have become omnipresent and they can run on various platforms 

right from gigantic work stations to even almost hand phones. It allows end-users to 

access Web-enabled applications from any location. Hence applied to embedded 

systems, Web tec1mologies offer graphical user interfaces that are user friendly, 

inexpensive, cross-platform, and network-ready. It also provides a means of remote 

system monitoring and management. 

By using an embedded Web server, developers can format and display the same 

data with HTML and any standard browser. The user's response to the data can include 

input to modify the embedded device's configuration. Moreover, communication with 

the embedded application can use Ethernet or fast serial connections. 

1.2 Problem Statement 

3 

The enormous growth of the internet has established itself in every comer of our 

life, thus making it an indispensable tool to work with. As embedded systems become 

more prevalent, the need for connectivity of these devices to the World Wide Web 

becomes inevitable. The integration of the ubiquitous internet with embedded devices 

brings an almost limitless possibility of application. Affordable monitoring and control 

of real-time environments over the Internet is of importance to the general public, as 

well as professionals. 
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1.3 Objective 

The project objectives are as follows: 

• To determine the design consideration of an embedded web server system 

• To make it possible to control and monitoring device remotely using this system 

via LAN. 

• To design sample application for this system 

1.4 Scope of Work 

The scope of the project is to design, implement and illustrate mechanisms 

providing connectivity between an embedded system and the .internet. 
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. " LocOJ' .l\ro '; l 
NHI ..... 'uk 

, , . 

Embedded 
Web Server 

> t6~7":~~;:(I)f1 
. I _ 

I Cantroila" 

:.- J _ 

Figure 1.2: The Project Block Diagram 
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1.5 Project Motivation 

The motivation of this project is the increasing importance of home networking. 

More and more intelligent devices are being used. By connecting these devices to 

internet there are so many advantages. Also this project is the continuation of my degree 

project but replacing the server computer with an embedded web server. 
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CHAPTER II 

LITERATURE REVIEW 

2.1 The Internet 

Internet is an astonishing technology because the internet created a new space in 

our physical world. This is due to the success of the World Wide Web (WWW) ancl its 

common application. In this section of literature review, we will look at the common 

protocol, markup language and script used by the internet. 
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2.1.1 Protocols 

Both the appliances and the home gateway should run standard protocols to 

enable interoperability of devices from different manufacturers. The standard 

networking language oftoday's Internet is TCP/IP, or Transmission Control Protocol 

and Internet Protocol. Each device should have an embedded TCPIIP stack with the 

ability to communicate over some type of standard wire, the Ethernet, wireless, etc 

Web server implements four of the basic protocols in the TCPIIP protocol suite 

(TCP, IP, ICMP and ARP). Application layer protocols such as HTTP, FTP or SMTP 

can be implemented as an application. [1] 

2.1.1.1 Transmission Control Protocol (TCP) 

TCP is a connection-oriented, end-to-end reliable protocol designed to fit into a 

layered hierarchy of protocols which support multi-network applications. The TCP 

provides for reliable inter-process communication between pairs of processes in host 

computers attached to distinct but interconnected computer communication networks. 

Very few assumptions are made as to the reliability ofthe communication protocols 

below the TCP layer. TCP assumes it can obtain a simple, potentially unreliable 

datagram service from the lower level protocols. The TCP interfaces on one side to user 

or application processes and on the other side to a lower level protocol such as Internet 

Protocol. [2] 

7 
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TCP uses only a single type of protocol data unit call the TCP segment. The 

header is shown in figure 2.1. Because one header must serve to perform all protocol 

mechanism, it is rather large, with minimum length of20 octets. The fields are as 

follows: 

• Source port: source TCP user 

• Destination port: destination TCP user 

• Sequence number: sequence number of the first data octet in this segment 

except when the SYN flag is set. If SYN flag is set, it is the initial sequence 

number (ISN) and the first data octet is ISN + 1. 

• Acknowledgement number: a piggybacked acknowledgement. Contains the 

sequence number of the next data octet the entity expects to receive. 

• Data offset: number of the 32 bit word in the header 

• Reserved: reserved for future used. 

• Flags: shown in table 2.1. 

8 

• 'Window: flow control credit allocation, in octet. Contains the number of the 

data octet beginning with the one indicated in the acknowledgement field that the 

sender is willing to except. 

• Checksum: the ones complement of the sum modulo 216 - 1 of all the 16 bit 

words in the segment plus a pseudo header. 

• Urgent pointer: points to the last octet in a sequence of urgent data. This allows 

the receiver to know how much urgent data are coming. 

• Option (variable): an example is the option that specifies the maximum segment 

size that will be accepted. 
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Figure 2.1: TCP segment format 

Table 2.1: TCP Flags 

Flags Purpose 

URG Urgent pointer field significant 

ACK Acknowledgement field significant 

PSH Push function 

RST Reset the connection 

SYN Synchronize the sequence number 

FIN No more data from sender 

Port is defined by numbers and being used by the application to determine the 

handlers. For example, if the port numbers are 80, it will call the http handler, usually 

the GET method. 
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Table 2.2: TCP port and services 

Port Services 

7 Echo Echoes back all incoming character 

9 Discard Discard all incoming changes 

13 Daytime Return time and data string 

21 FTP File transfer protocol 

23 Telnet Remote login 

25 SMTP Simple mail transfer protocol 

37 Time Binary value of date and time 

80 HTTP Hypertext transfer protocol 

Connection establishment in TCP always uses a three-way handshake. When the 

SYN flag is set, the segment is essentially a request for connection and functions. To 

initiate a connection, client sends a SYN, SN = X. where X is the initial sequence 

number. The server responds with SYN, SN = Y. AN = X + 1 by setting both the SYN 

and ACK flags. Note that the acknowledgment indicates that the receiver is now 

expecting to receive a segment beginning with data octet X + 1, acknowledging the 

SYN, which occupied SN = X. Finally, the initiator responds with AN = Y + 1. Ifboth 

sides issue crossing SYNs, no problem results: Both sides respond with ACKs. This 

process is shown in figure 2.2[3]. 
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Figure 2.2: TCP connection process 

2.1.1.2 Internet Protocol (lP) 
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The Internet Protocol is designed for use in interconnected systems of packet­

switched computer communication networks. The internet protocol provides for 

transmitting blocks of data called datagrams from sources to destinations, where sources 

and destinations are hosts identified by fixed length addresses, The internet protocol 

implements two basic functions: addressing and fragmentation. The internet modules 

use the addresses carried in the internet header to transmit internet data grams toward 

their destinations, The selection of a path for transmission is called routing, The 

internet modules use fields in the internet header to fragment and reassemble internet 

datagrams when necessary for transmission through "small packet" networks, [4] 
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