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Abstract. In a system where distributed network of Radio Frequency
Identification (RFID) readers are used to collaboratively collect data from
tagged objects, a scheme that detects and eliminates redundant data streams is
required. To address this problem, we propose an approach that is based on
Bloom filter to detect duplicate readings and filter redundant RFID data
streams. We have evaluated the performance of the proposed approach and
compared it with existing approaches. The experimental results demonstrate
that the proposed approach provides superior performance as compared to the
baseline approaches.

1 Introduction

RFID technology enables capturing large volumes of data at high speed and can be
used for identifying, locating, tracking and monitoring physical objects without line of
sight. This capability makes RFID technology desirable for many applications such as
supply chain management. Large-scale RFID-enabled systems are composed of
multiple networked RFID readers and physically distributed tags, the middleware
software that processes and manages the information gathered, and the enterprise
applications that implements the enterprise business logic, and the enterprise database
management systems.

In this paper, we address the problem of detecting and eliminating redundant data
streams in a system where distributed network of RFID readers are used to
collaboratively collect data from tagged objects. This is important as multiple readers
are used in many applications for a variety of reasons such as to increase the reading
reliability [1]; to read objects passing through different doors at warehouse [2]; in
supply chain [3] and object’s location sensing [4]. However, reading tagged objects
by multiple readers could create duplicate readings when multiple readers read the
same tagged object simultaneously. The problem of duplicate reading is common in
RFID and an approach that efficiently detect duplicate readings is required [5].

In this paper, we propose an approach that is based on Bloom filter [6] for
detecting and filtering redundant data from RFID data streams. The performance of
the proposed approach is studied and the experimental results demonstrate that the
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proposed approach provides superior performance as compared to the baseline
approaches.

The rest of the paper is organized as follows. Section 2 presents the related work.
Section 3 explains the proposed algorithms in detail. Section 4 presents the
performance analysis of the proposed algorithm. We use the sliding windows-based
approach in [7] as well as the approach proposed in [8] to compare the performance of
the proposed algorithm. We also discuss the results. The conclusion is presented in
Section 6.

2 Related Works

Figure 1 shows RFID-enabled system of interest. The system is assumed to contain
multiple networked RFID readers (i.e., reader;, reader;, reader,) deployed to
collaboratively collect data from tagged objects. In this paper, we focus on passive
RFID tag. These tags are widely used especially in supply chain because of its cheap
prices. The RFID readers query tags to obtain data and forward the resulting
information through the middleware to the backend applications or database servers.
The applications then respond to these events and orchestrate corresponding actions
such as ordering additional products, sending theft alerts, raising alarms regarding
harmful chemicals or replacing fragile components before failure.
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Fig. 1. RFID-enabled system architecture

In RFID-enabled systems, a reading can be defined as duplicate if it is repeated and
did not give new information to the system. Redundant readings are useless and
should be removed from the data stream without affecting the system. RFID data
duplication problem can be discussed at data level or reader level [5]. Duplicate
reading at a reader level occurs when an object is covered by more than one reader. In
contrast, duplicate reading at data level occurs when RFID readers can repeat reading
of the same object as long as the object is within its read range.

In this paper, we focus on reader level data duplicate filtering problem. There are
many approaches proposed to filter data level duplicate reading [7][8][9][10][11]. An
approach that uses a sliding window to group a number of readings and compare
them with each other is discussed in [7]. Only single occurrence from a number of
similar readings will be output from that particular window. Another way to remove
data level duplicate readings is by using query [9][10]. Query is imposed on the
database records to retain only single reading that will represent the others in the
given time frame. In [11], new record is made up to represent all other similar reading
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by specifying the initial and last time of detection. An approach that deferred reading
output is discussed in [9][10][11]. This approaches is not suitable for use with
applications that demand real time processing.

There are also several approaches proposed in the literature to filter reader level
RFID data duplicates. An approach based on a radio frequency absorbing material to
controls the RFID propagation from dispersing to neighboring reader’s area is
discussed in [2]. The material is placed between readers to prevent a reader from
reading neighboring tags. However, this solution is not feasible in most application
because of design constraint and its high cost. Another approach based on complex
computations for detecting the location of the tags from the reader is discussed in
[12]. Our aim is to identify which reader should preserve the readings so every reader
will only report on their own objects.

Approaches that explore the Bloom filter [6] for filtering duplicate data in RFID
has recently emerged in the literature [8][13]. An approach that used the original
Bloom filter to remove the duplicate is discussed in [8]. The main idea of the standard
Bloom Filter (BF) is to represent an element in a form of positive counter in a bit
array of size m using k number of hash functions. All bits in BF are initially set to O
and will be replaced by 1 when it is hashed by the elements. To test whether an ele-
ment is a member of a set, the element will be run through the same hash functions
used to insert the elements into the array. The element is said to be the member of the
set if all the bits in which the element was mapped to is positive. For each new ele-
ment, the corresponding k bits in the array are set to 1.

Two approaches were proposed in [8]: eager and lazy approach that use Bloom
filter to filter duplicate data. Generally, when a new reading comes at local reader, it
will be inserted in the Bloom filter. The filter then will be sent to the central filter for
update. Central filter is coordinating readings from all the readers under its network.
In eager approach, the copy of the Bloom filter will be sent to every other reader to
avoid the same reading from entering through them again. However it is too costly to
update all the reader every time new reading arrives. In lazy approach, only reader
that sends new reading will have new copy of the Bloom filter from the central filter.
In our approach, we focus only filtering at the central filter to preserve the reading
only to the authorized reader. The work in [14] filters duplicate readings at a single
reader. In contrast, the work presented in this paper takes into account multiple
distributed RFID readers. Thus our work can be considered as complement to these
previous works.

The proposed algorithm is based on the Counting Bloom filter [15], which was
introduced to allow counting and deleting operations that cannot be performed with
the standard Bloom Filter [6]. In the proposed approach, if the new readings on the
same object from different readers have a higher number from the previous reader, the
new reading will replace the old reading in the filter. In this paper, we model the
relation between the reader read rate and the distance between the reader and the tag
based on the work of [16]. The reader detection range can be classified as a major
detection region and a minor detection region. Tags read inside the major detection
area will have about 95% read rate while the tag read in the minor detection region
will have about 5% read rate [16].
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3 RFID Data Stream Filtering Scheme

Double Comparison Bloom Filter (DCBF) uses CBF1 and CBF2 filters to represent
the count of the readings and the reader identification (RID) respectively. Fig. 2
shows the pseudo-code of the DCBF algorithm. The input to the DCBF is the reading
count for each tag (C), the tag identification (TID) and the reader identification (RID).
The reading count (C) is needed to compare which reader (based on RID) have the
higher reading on the tag (identify through TID).

In step 1, reading count for each tag is done at each reader and is sent with the TID
and the RID to the global filter which will run this algorithm. For step 2-8, each
incoming TID will be hashed and checked on its condition. If the hashed counter have
0 values or smaller than C, or RID is the same in CBF2 hashed counter, the position
will be retained in an array named CounterNum. If one of the hashed counters did not
satisfy the condition in step 4, the algorithm will exit (step 7) from all loop and start
back to step 1 to receive new reading. If all hashed counters satisfy the condition in
step 4, step 10-14 is carried out where the new value of C is stored in the CBF1
counter and RID in CBF2 counter.

Algorithm DCBF

INPUT: C, RID, TID

BEGIN

1: FOR (each incoming TID) DO

2 FOR (i=1 TO k) DO

3 Pos € Hash(TID)

4 IF (CBF1 [Pos] == 0) | | (C > CBF1[Pos]) | | (RID > CBF2[Pos]) THEN
5: CounterNum [i] € Pos
6 ELSE

7 EXIT

8 ENDIF

9: ENDFOR

10: FOR (i=1 TO k) DO

11: Pos € CounterNum [/]

12: CBF1 [Pos] € C

13: CBF2 [Pos] € RID

14: ENDFOR

15: END FOR

END DCBF

Fig. 2. Double Comparison Bloom Filter Algorithm

We give example of inserting values in DCBF from the hashing process. Let say we
have tag 1 from reader 1 with reading counts of 30. Tag 1 is hashed 3 times and the
first hashed return O, the second hash return 1 and the third hash return 3. The value of
30 will be inserted to these hashed counters in CBF1 and CBF2 as shown in Table 1.

Table 1. The condition of CBF after tag 1 is hashed 3 times

CBF1 30 130 | 0 [30] O 0
CBF2 1 1 0 1 0 0
Counter
positions (01 | (1] | [21 | [3] | [4] | [5]
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To have the complete views, here is another example how DCBF works. Initially,
all the counters in both filters are set to 0. When new reading record arrives, CBF will
only insert the count of the reading if the count is higher than current hashed counters
values. For each time a reading is inserted into CBF, it means at that time the reader
has the highest reading on that tag.

For example refer to table 2 and Fig. 3. Table 1 list the readings on tag 1 and tag 2
by two readers which are R1 and R2. Each reader will send the number of readings on
their tag for every 100secs to the global filter. Initially all counters both CBF1 and
CBF?2 are set to 0 as shown in Fig. 3(a). At time 100, R1 sends reading on tag 1 which
is 12. The tag 1 is hashed k times and will be inserted in filters since there were no
other readings previously.

Table 2. Reading on tag Al by different reader

Time | Reader ID | Tag ID | Count of readings
100 | Rl 1 12

100 | R2 1 3

200 | RI 2 3

200 | R2 2 10

All the hashed counters (shaded boxes) in CBF1 will be given value of 12 to
represent the number of count while hashed counters in CBF2 is given value 1 to
represent the reader ID as shown in Fig. 3(b). Then reading on tag 1 by R2 arrived
with number of readings 3. Tag 1 is hashed and returns the same counters like the
previous reading. However this reading will be ignored by the filter because the
number of readings by R2 on tag 1 is lower than the previous (Fig. 3(c)).
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Fig. 3. The state of CBF1 and CBF2 based readings in Table 1

We need to keep track on how many tagged objects that each reader has. Based on
table 2, at time 100, R1 has one object while R2 has none. At time 200, R1 arrived
with reading on tag 2 with number of readings 3. Tag 2 will be inserted in the filters
since all the hashed counters returns 0 which means this is the new reading for tag 2
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(Fig. 3(d)). Now R1 has 2 objects (including tag 1). When reading from R2 arrives, it
also reads tag 2 but with the higher reading than R1 did. The algorithm will insert the
new number of readings on tag 2 by R2 in the filter and remove the previous reading
of tag 2 by R1 (Fig. 3(e)). By storing the reader ID the filter can answer the query to
which reader that a tag is belong to.

4 Performance Analysis

In this section, we present the performance analysis of the proposed algorithm. We
will first discuss the experimental setup. We then discuss the results of the
experiments.

4.1 Experimental Setup

As in [16] and [17], we generated the data streams using Binomial distribution. We
use the sliding windows-based approach the Baseline algorithm [7] and the original
Bloom filter [8] to compare the performance of the proposed algorithm.

4.2 Analysis of False Positive Rate

In this experiment, we want to analyse the false positive rate (FPR) of DCBF. A false
positive will occurs in DCBF when a reading is detected incorrectly as a duplicate in
the same window. We perform this experiment to find out the ratio of array size m to
the number of readings n along with number of hash functions k that will return the
lowest FPR. The result from this experiment will be used to set the parameters in the
next experiments.

30.00
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False Positive Rate %

10.00
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Size of array (m) to the number of elements (n), (m/n)

Fig. 4. False positive rate in DCBF

Result for the first experiment is shown in Fig. 4. DCBF is run under different
number of hash functions with varied ratio on number of readings n to the array m.
From Fig. 4 we can see that FPR rate reaching almost zero when the number of hash
function is more than 4 and the size of n is 1/9 to the size of m. Based on this result
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we will run DCBF on next experiments with 7 hash functions and set the size of m 9
times bigger than number of elements n to get the best results.

4.3 Comparative Analysis of the Algorithms

In this experiment, we investigated the rate of incorrect filtering by DCBF, Baseline
and Bloom filter. Incorrect filtering means that the tag with lower reading count failed
to be filtered and have been inserted into the filter. For this experiment we generate
200 tags readings for 2 readers. The number of overlapped readings will be varied
from 5% to 50% for each data sets. Tag that located in the major detection region will
have 80% read rate while minor detection region will have 20% read rate. The reading
cycle will be repeated for 10 times. The overlapped readings were scattered randomly
in the data stream.

~—DCBF
—B-Bastling

i Bl Filtar

unfiltered Rate (%)
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Overlapped Readings (%)

Fig. 5. Percentage of unfiltered duplicate readings

Results on Fig. 5 shows that DCBF performs better than Baseline and Bloom filter
to filter the duplicate readings. DCBF has the lowest unfiltered reading rates among
the other algorithms. The highest is the Bloom filter [8]. This is because Bloom filter
could not stored the data on the number of readings and reader ID which is needed to
perform this task correctly. For sliding windows approach they have problem to filter
correctly when duplicate readings are scattered in the data stream. The RFID readings
can be scattered and non-continuos due to the outside interference and signal
weakness. When the readings are scattered there are readings that cannot be compared
with each other while it is need to be done to filter the duplicate. This left some
duplicate readings in the windows.

4.4 Execution Time

In this experiment, we measure the execution time of DCBF, Baseline and Bloom
filter to perform the filtering tasks. The data set generated have different number of
reading arrivals per cycle is set to 20, 40, 80, 160, 320, 640 and 1280.
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Fig. 6. Time execution comparison to filter the duplicate readings

From Fig. 6, DCBF perform better in terms of time execution than Baseline.
Baseline which is based on sliding windows approach takes more time to execute
especially when the reading getting high arrival rate per cycle. This is because it has
to go through along the windows that become bigger with the increase of tag arrival
rate for each new coming reading. This is different from DCBF where the arrival rate
does not have exponential effect on its time processing. Unlike Baseline, DCBF does
not have to go through along the windows to check for the duplication. Its only need
to hash the tag ID to check whether it is a duplicate reading or not. For Bloom filter
the performance is same like DCBF. However as the previous result shows it has very
high unfiltered duplicates which make it is not suitable to perform this task.

5 Conclusions

In this paper, we studied the problem of RFID data duplicate problem and proposed a
new approach that is based on Bloom filter ideas. We compared the performance of
the proposed approach with several existing approaches. The results show that
proposed approach has low false rate and best execution time as compared to the
existing approaches.
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